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METHOD FOR PROVIDING WIRELESS SERVICES

BACKGROUND
[0001] 1. Field of the Invention

[0002] This invention relates generally to wired and/or
wireless network data communications, and more specifi-
cally to a system and method for installing and/or providing
a network infrastructure in various retail entity locations to
offer network services to support customers of one or more
carrier entities. The invention also relates to a business
method which enables installation and/or provision of wired
and/or wireless network services in various retail entity
locations.

[0003] 2. Description of Related Art

[0004] Various types of wired and wireless infrastructures
are being developed to service users of computing devices,
such as portable computing devices (PCDs). Currently,
numerous network service providers are attempting to install
wireless network infrastructures in various locations, such as
airports, hotels, office buildings, shopping malls, fast-food
restaurants, coffee shops, and/or fueling stations (e.g., gas
stations, truck stops, etc.), among others, for use by various
users, such as mobile users (MUs) of PCDs. Typically, most
or all of the costs associated with setting up and providing
the service at these locations is born by the network service
provider. Furthermore, bearing these costs has proven dif-
ficult and even financially detrimental to various network
service providers. Therefore, a new method is desired which
enables installation and maintenance of distributed network
access points without imposing financial burdens on a
network service provider.

[0005] Each of a plurality of different network service
providers may wish to provide its own wireless local area
network (WLAN). Typically, a WLAN includes one or more
wireless access points which communicate in a wireless
fashion with a corresponding computing device of a user,
which typically includes a wireless Ethernet transceiver. By
way of example, IEEE 802.11 currently uses a System ID
(SID) (e.g., a Service Set Identifier and/or an Extended
Service Set Identifier) to “select” which WLAN to use and
the wireless access point with which to associate. Elements
of the wired and wireless infrastructure, including each
wireless access point, may be able to support a different
WLAN for each of the plurality of different network service
providers. However, in general, each of the plurality of
different network service providers provides its own access
controller. In other words, the communications from a
WLAN of a first wireless service provider are routed to an
access controller of the first network service provider. Even
though there is a network infrastructure installed at each
location of the retail entity, a second network service pro-
vider would install more equipment (e.g., at least one more
access controller) to also provide service to the users of the
second network provider. An access controller for each
different network service providers may provide separate
branding and/or allow authentication schemes for each of
the different network service providers. This may produce
several problems and/or complications. For instance, if the
network infrastructure is installed at a location such as a
fast-food restaurant, space may be limited as to how much
equipment may be present. Installing an additional access
controller for each additional wireless service provider may
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not be feasible. This may also add several costs. Not only
may there be various up-front costs, there may also be
on-going additional costs associated with monitoring and/or
maintenance of additional equipment.

[0006] When multiple service providers install networking
equipment at a retail entity location, other drawbacks may
become present as well. For example, each location of the
retail entity may have only one connection to a network,
such as the Internet. The connection may be with a DSL
(digital subscriber line), a cable modem, a T-1, satellite
connection, or other possibly limited connection. With the
use of additional access controllers, use of resources (e.g.,
bandwidth) of the connection to the network or Internet may
become unbalanced or congested. The retail entity itself may
also desire to connect to the network or Internet. The retail
entity may desire a guarantee of resources of the network
connection, such as a guarantee of a minimum bandwidth
(e.g., 64 kilobits per second) for certain critical “back office”
applications such as real-time credit-card transaction pro-
cessing. The use of multiple access controllers may contrib-
ute to a complicated implementation, even if the implemen-
tation is possible.

[0007] Inessence, rather than having each carrier or entity
set up a separate physical and network infrastructure, a
single infrastructure can be utilized to provide multiple
services to the entities and to provide services to multiple
entities.

[0008] Therefore, it would also be desirable to provide a
system and method which enables a common wireless
network infrastructure (and especially an IEEE 802.11 wire-
less network infrastructure) and a single physical access
controller to be used by a network service provider to
provide services to different types of subscribers at a poten-
tially much-reduced cost compared to installing and main-
taining separate physical and network infrastructures. This
would allow a plurality of carriers to utilize a common set
of access points at locations of a retail entity to provide
service to a potentially non-overlapping set of subscribers.
This would also provide subscribers or users with the ability
to more fully utilize the existing network infrastructure. It
would further be desirable to provide a distributed wireless
network system which can selectively provide different
access levels to users of the system.

SUMMARY OF THE INVENTION

[0009] Various embodiments are disclosed for providing
and/or operating one or more wired and/or wireless access
points at a plurality of locations of a retail entity. A network
service provider may install the plurality of wired and/or
wireless access points. According to one embodiment, the
network service provider may provide network services,
such as Internet access, through each of the wired and/or
wireless access points. In several embodiments, the wired
and/or wireless access points are arranged at known geo-
graphic locations and may provide content, advertising,
and/or promotions based on the geographic location of the
wired and/or wireless access point or a geographic location
of a mobile user.

[0010] The network service provider may receive a pay-
ment from a first carrier entity for installation and/or opera-
tion of the one or more of wireless access points at the
locations of the retail entity. Thus, instead of requiring the
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network service provider to recover installation and/or main-
tenance costs from usage of the wired and/or wireless access
points over a lengthy amount of time, the network service
provider may receive an up-front payment from one or more
carrier entities. Since carrier entities already have a large
installed base of subscribers, each carrier entity may be in a
better position to recover the installation and/or maintenance
costs through subscriber billing and usage. This provides an
improved business method and/or system for installing and
maintaining wired and/or wireless access points at various
distributed locations.

[0011] The network service provider may also receive a
payment from the retail entity. The payment from the retail
entity may be in addition to the payment from the carrier
entity. For example, the retail entity may desire to offer
various services through the wired and/or wireless access
points. The retail entity may desire to use other elements
supported by a network operated by the network service
provider, such as various back office devices.

[0012] The retail entity may receive a payment from the
carrier entity for the carrier entity to offer services at a subset
of or all of the locations of the retail entity. Alternatively, the
carrier entity may receive payment from the retail entity for
offering services at a subset of or all of the locations of the
retail entity, since the offered services of the carrier entity at
locations of the retail entity may provide the retail entity
with increased customer visitation, e.g., including opportu-
nities to sell more goods and/or services to subscribers of the
carrier entity.

[0013] In one embodiment, the network service provider
may receive and/or store information associated with the
payment from the first carrier entity in a computer system.
The first carrier entity may offer network service to various
of its subscribers through the one or more wired and/or
wireless access points. The first carrier entity may be tele-
phone service provider (e.g., a local telephone service, a
cellular telephone service, or a long distance telephone
service, among others), or the first carrier entity may be a
television service provider (e.g., a cable television, or a
satellite television service, among others), and/or an internet
service provider. Other types of entities may also be con-
sidered.

[0014] A computer system operated by the first carrier
entity may provide invoices to its subscribers. The invoices
may indicate a charge for wireless access at any or a subset
of the plurality locations of the retail entity. For example, the
carrier entity may already provide invoices to its subscribers
for certain pre-existing services such as local or long-
distance telephone service and/or internet services. The
carrier entity may add a charge for wired and/or wireless
access at a subset or all of the retail entity locations to these
pre-existing service charges. Alternatively, the carrier entity
may add the retail entity network access as a “free” service
to its customers, in the hopes of enticing more customers to
sign up or switch to the respective carrier.

[0015] In various embodiments, each subscriber of the
first carrier entity may use a portable computing device to
communicate with a wired and/or wireless access point of
the one or more wired and/or wireless access points. Alter-
natively, various ones of the retail entity locations may
provide computers at the location for usage (e.g., locked
down to prevent theft). Thus, subscribers of the first carrier
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entity may use these provided computers. The network
service provider may determine if a user is a subscriber of
the first carrier entity and provide network access to the
portable computing device of the user if the user is deter-
mined to be a subscriber. A username and password com-
bination may be used in determining if the subscriber is to
be authenticated for access of service.

[0016] If the user is not a subscriber of the first carrier
entity, the first carrier entity and/or the network service
provider may request payment from the user. The user may
provide a payment to the first carrier entity, the retail entity,
and/or the network service provider by submitting credit
card information, among other types of information. In one
embodiment, a user who is not a subscriber of the carrier
may use the network by paying a small fee to the retail
entity, e.g., a fee added to his/her bill for a certain time
period of network usage. The amount paid by the user and/or
the amount of time for network access may depend on the
amount of goods or services purchased by the user.

[0017] In several embodiments, the network service pro-
vider may receive a payment from each of multiple carrier
entities for installation and/or operation of the one or more
of wired and/or wireless access points at the plurality of
locations of the retail entity. The network service provider
may provide a virtual point of presence for each of the
multiple carrier entities at a subset or all of the plurality of
locations of the retail entity. In various embodiments, a
single physical point of presence provided by the network
service provider may accommodate subscribers of each of
the multiple carrier entities by providing a virtual point of
presence each of the multiple carrier entities through the
physical point of presence.

[0018] Each portable computing device of each subscriber
may store identification (ID) information which may
uniquely indicate a carrier entity of which the subscriber
subscribes. The ID information may take various forms,
such as a System ID (SID), MAC ID, or other identification
which may be used to identify a carrier entity to which the
subscriber has subscribed. As used herein, the SID may
include an SSID (Service Set ID), a BSSID (Basic Service
Set ID), or an ESSID (Extended Service Set ID), among
others. When the portable computing device is within a
vicinity of a wireless access point, the portable computing
device may provide the ID information to the wireless
access point.

[0019] In various embodiments, each of the wireless
access points is operable to “listen for” or detect ID infor-
mation, e.g., System IDs, associated with numerous different
carrier entities. In several embodiments, each of the access
points may be operable to broadcast requests for identifica-
tion information, e.g., broadcast System IDs to the portable
computing devices, wherein the portable computing devices
may respond to this broadcast by providing the identification
information. Broadcasts by wireless access points may be
considered “beacons”.

[0020] In several embodiments, a wireless access point
may include or access software which is executable to
provide wireless access point functionality for each of the
multiple carrier entities. The software may implement a
“super access point” which maintains associations between
the multiple carrier entities and a corresponding plurality of
SIDs, such as MAC IDs, SSIDs, ESSIDs, etc. The wireless
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access point may be capable of broadcasting and/or recog-
nizing any of the plurality of SIDS, behaving appropriately
for different SIDS that are received from portable computing
devices of users, and providing network services to each
subscriber through that subscribers carrier virtual point of
presence. A wireless access point may be operable to appear
as any one of a plurality of different carrier entities, meaning
that a single wireless access point may “pretend to be” or
behave as a wireless access point dedicated to a particular
carrier entity for each of a plurality of different carrier
entities.

[0021] In various embodiments, a wireless access point
provides a plurality of virtual wireless access points, where
a virtual wireless access point may include wireless access
point functionality implemented in software that appears as
a physical AP to a portable computing device. The plurality
of virtual wireless access points or “software” wireless
access points may be implemented on one or more physical
wireless access points, e.g., on a common set of physical
wireless access points. For example, each physical wireless
access point may implement a plurality of virtual wireless
access points. Each instance of a virtual wireless access
point executes a complete IEEE 802.11 protocol stack, and
may be indistinguishable from a hardware wireless access
point to any wireless network client(s). Each virtual wireless
access point or “software” wireless access point may include
its own ESSID or SSID, among other IEEE 802.11 IDs, and
may be uniquely associated with a carrier virtual point of
presence.

[0022] In several embodiments, a network management
device (NMD) may be used to provide access control of
services through a wireless access point. Each of the plu-
rality of different carrier entities may desire to provide
different means of access control for its subscribers. In
various embodiments, software and/or information that may
enable an NMD to accommodate or service subscribers of a
plurality of different carrier entities. The software and/or
information may implement one or more virtual points of
presence. In one example, instead of using a separate NMD
for each carrier entity supported at a location, the NMD may
be operable to appear as a point of presence to any one of a
plurality of different carrier entity at the location, meaning
that a single NMD may “pretend to be” or behave as a point
of presence dedicated to a particular carrier entity for each
of a plurality of different carrier entities. Each virtual point
of presence for each carrier entity may be considered a
carrier virtual point of presence.

[0023] In various embodiments, each carrier virtual point
of presence may include a carrier-specific sign-in method.
According to one embodiment, the carrier-specific sign-in
method may include a set of web pages available to a user
before he or she is authenticated for further service by a
carrier entity. The web pages may include various informa-
tion about the carrier entity, maps, information about a
surrounding area, an advertisement, a promotion, and/or
sign-in information, among others. In one embodiment, the
carrier-specific sign-in method may include a roaming sign-
in method. For example, the carrier entity may allow sub-
scribers of another carrier entity to use services of the carrier
entity at various locations of the retail entity.

[0024] In several embodiments, the wireless service may
provide wireless access to employees of the retail entity.
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This access may include access of one or more back office
devices (e.g., cash registers, credit card processing devices,
etc.). For instance, an employee may use a wireless device
to place orders of customers.

[0025] Each of the APs may be coupled to an NMD
through a local area network (LAN). Various portions of the
LAN may include various “wired” and/or wireless elements.
In various embodiments, the LAN supports a VLAN (Virtual
LAN) protocol, such as IEEE 802.1(q). In order to partition
the network, the network system may maintain a binding
between the ESSID or SSID and VLAN IDs/tags or equiva-
lents. This may allow a common LAN (using VLAN-
capable devices) to supply a secured “virtual LAN” to each
carrier virtual point of presence of the NMD. In various
embodiments, quality of service (QoS) (e.g., IEEE 802.1(p))
may be used to provide service differentiation. According to
one embodiment, a VLAN and a QoS may be used in
tandem. This may allow the network service provider to
provide service level agreements to various users, including
both subscriber of the carrier entities and, for example,
employees of the retail entity. In several embodiments, one
or more back office devices of the retail entity may use a
network provided by the network service provider. More-
over, traffic from the back office devices may be separated
from network traffic from subscribers of one or more carrier
entities. The network architecture described herein may
scale to support hundreds of these carrier entities, and
thousands of simultaneous users and/or subscribers in each
location.

BRIEF DESCRIPTION OF THE DRAWINGS

[0026] Other objects and advantages of the invention will
become apparent upon reading the following detailed
description and upon reference to the accompanying draw-
ings in which:

[0027] FIG. 1is a flowchart diagram illustrating a method
for providing network services, according to various
embodiments;

[0028] FIG. 2 is a diagram illustrating a plurality of
locations of a retail entity, according to various embodi-
ments;

[0029] FIG. 3A is block diagram of a network commu-
nication system, according to various embodiments;

[0030] FIG. 3B is block diagram of a network communi-
cation system, according to various embodiments;

[0031] FIG. 3C is block diagram of a network commu-
nication system, according to various embodiments;

[0032] FIG. 3D is block diagram of a network commu-
nication system, according to various embodiments;

[0033] FIG. 3E is block diagram of a network communi-
cation system, according to various embodiments;

[0034] FIG. 3F is block diagram of a network communi-
cation system, according to various embodiments;

[0035] FIG. 3G is block diagram of a network commu-
nication system, according to various embodiments;

[0036] FIG. 4 illustrates a flowchart diagram of a user
using a portable computing device at a location of a retail
entity, according to various embodiments;

T-Mobile Exhibit 1012



US 2005/0261970 A1l

[0037] FIG. 5A is block diagram of the network commu-
nication system which uses virtual access points and virtual
points of presence, according to various embodiments;

[0038] FIG. 5B is block diagram of the network commu-
nication system which uses virtual access points and virtual
points of presence, according to various embodiments;

[0039] FIG. 6A is block diagram of various portable
computing devices using the network communication sys-
tem which uses virtual access points and virtual points of
presence, according to various embodiments;

[0040] FIG. 6B is block diagram of various portable
computing devices using the network communication sys-
tem which uses virtual access points and virtual points of
presence, according to various embodiments; and

[0041] FIG. 7 illustrate a flowchart diagram of a plurality
of a portable computing devices using the network system at
a location of a retail entity, according to various embodi-
ments.

[0042] While the invention is susceptible to various modi-
fications and alternative forms, specific embodiments
thereof are shown by way of example in the drawings and
will herein be described in detail. It should be understood,
however, that the drawings and detailed description thereto
are not intended to limit the invention to the particular form
disclosed, but on the contrary, the intention is to cover all
modifications, equivalents and alternatives falling within the
spirit and scope of the present invention as defined by the
appended claims.

DETAILED DESCRIPTION

[0043]

[0044] U.S. Pat. No. 5,835,061, titled “Method and Appa-
ratus for Geographic-Based Communications Service”,
whose inventor is Brett B. Stewart, is hereby incorporated
by reference in its entirety as though fully and completely set
forth herein.

[0045] U.S. Pat. No. 5,969,678, titled “System for Hybrid
Wired and Wireless Geographic-Based Communications
Service”, whose inventor is Brett B. Stewart, is hereby
incorporated by reference in its entirety as though fully and
completely set forth herein.

[0046] U.S. patent application Ser. No. 09/433,817 titled
“Geographic Based Communications Service” and filed on
Nov. 3, 1999, whose inventors are Brett B. Stewart and
James Thompson, is hereby incorporated by reference in its
entirety as though fully and completely set forth herein.

[0047] U.S. patent application Ser. No. 09/433,818 titled
“A Network Communications Service with an Improved
Subscriber Model Using Digital Certificates” and filed on
Nov. 3, 1999, whose inventors are Brett B. Stewart and
James Thompson, is hereby incorporated by reference in its
entirety as though fully and completely set forth herein.

[0048] U.S. Pat. No. 6,732,176, titled “Distributed Net-
work Communication System Which Enables Multiple Net-
work Providers To Use A Common Distributed Network
Infrastructure”, whose inventors are Brett B. Stewart, James
Thompson, and Kathleen E. McClelland, is hereby incor-
porated by reference in its entirety as though fully and
completely set forth herein.
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[0049] U.S. patent application Ser. No. 09/551,309 titled
“System and Method for Managing User Demographic
Information Using Digital Certificates” and filed on Apr. 18,
2000, whose inventors are Brett B. Stewart and James
Thompson, is hereby incorporated by reference in its
entirety as though fully and completely set forth herein.

[0050] U.S. patent application Ser. No. 09/556,380 titled
“System and Method for Operating a Reverse Firewall” and
filed on Apr. 25, 2000, whose inventors are Brett B. Stewart
and James W. Thompson, is hereby incorporated by refer-
ence in its entirety as though fully and completely set forth
herein.

[0051] U.S. patent application Ser. No. 09/638,282 titled
“System and Method for Distributing Offer Rules in a
Communication Service System” and filed on Aug. 14,
2000, whose inventors are Brett B. Stewart and James
Thompson, is hereby incorporated by reference in its
entirety as though fully and completely set forth herein.

[0052] U.S. patent application Ser. No. 09/707,729 titled
“System and Method for Providing Different Access Levels
in a Communication Service System” and filed on Nov. 11,
2000, whose inventors are Brett B. Stewart, James Thomp-
son and Kathleen E. McClelland, is hereby incorporated by
reference in its entirety as though fully and completely set
forth herein.

[0053] U.S. patent application Ser. No. 09/767,374 titled
“Distributed network communication system which allows
multiple wireless service providers to share a common
network infrastructure” and filed on Jan. 22, 2001, whose
inventors are James Thompson, Kathleen E. McClelland,
and Brett B. Stewart, is hereby incorporated by reference in
its entirety as though fully and completely set forth herein.

[0054] U.S. Provisional Patent Application Ser. No.
60/383,827 titled “Roaming” and filed on May 29, 2002,
whose inventors are James D. Keeler and Matthew M.
Krenzer, is hereby incorporated by reference in its entirety
as though fully and completely set forth herein.

[0055] U.S. patent application Ser. No. 10/341,761 titled
“AUTHORIZATION AND AUTHENTICATION OF USER
ACCESS TO A DISTRIBUTED NETWORK COMMUNI-
CATION SYSTEM WITH ROAMING FEATURES” and
filed on Jan. 14, 2003, whose inventors are James D. Keeler
and Matthew M. Krenzer, is hereby incorporated by refer-
ence in its entirety as though fully and completely set forth
herein.

[0056] U.S. patent application Ser. No. 10/387,337 titled
“SYSTEM AND METHOD FOR USER ACCESS TO A
DISTRIBUTED NETWORK COMMUNICATION SYS-
TEM USING PERSISTENT IDENTIFICATION OF SUB-
SCRIBERS” and filed on Mar. 11, 2003, whose inventors
are James D. Keeler, Ian M. Fink, and Matthew M. Krenzer,
is hereby incorporated by reference in its entirety as though
fully and completely set forth herein.

[0057] U.S. Provisional Patent Application Ser. No.
60/454,212 titled “Chit Code System and Method for
Authentication and Access Control” and filed on Mar. 11,
2003, whose inventors are Ian M. Fink and James D. Keeler,
is hereby incorporated by reference in its entirety as though
fully and completely set forth herein.
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[0058] U.S. patent application Ser. No. 10/442,526 titled
“User Fraud Detection and Prevention of Access to a Dis-
tributed Network Communication System” and filed on May
21, 2003, whose inventors are Ian M. Fink and James D.
Keeler, is hereby incorporated by reference in its entirety as
though fully and completely set forth herein.

[0059] U.S. patent application Ser. No. 10/797,430 titled
“Method and System for Providing Network Access and
Services Using Access Codes” and filed on Mar. 10, 2004,
whose inventor is lan M. Fink, is hereby incorporated by
reference in its entirety as though fully and completely set
forth herein.

[0060] FIG. 1—Set-Up

[0061] FIG. 1 illustrates a method for providing network
services, according to various embodiments. It is noted that
in various embodiments one or more of the method elements
may be performed concurrently, in a different order, or be
omitted. Additional elements may be performed as desired.

[0062] At 50, a network service provider (NSP) may
install one or more wired and/or wireless access points
(APs) 120 at one or more locations, typically a plurality of
locations, of a retail entity. Each access point (AP) 120 may
be coupled to a network, such as a network 130 described
below. The retail entity may use services provided by APs
120 and/or network 130. For example, back office devices,
such as cash registers and/or credit card processing devices,
may be coupled to network 130 and use services provided by
network 130.

[0063] In various embodiments, the NSP may receive
compensation (e.g., a payment) from a carrier, at 55. As used
herein, the term “carrier” or “carrier entity” is intended to
include any of various entities involved with the transport of
voice, audio, video, and/or data, including a telephone
company, a long distance service provider, a cellular tele-
phone company, a satellite telephone company, a voice over
Internet protocol (VoIP) telephone company, and/or a cable
television provider, among others. The compensation may
be received as a lump sum or received over a period of time
(e.g., six months, one year, 5 years, etc.). Thus, the NSP may
receive compensation for installing, operating, and/or main-
taining APs 120 and/or other networking equipment.

[0064] In several embodiments, the NSP may also receive
compensation (e.g., a payment) from the retail entity. For
example, the retail entity may desire to offer various services
through APs 120. The retail entity may desire to use one or
more devices supported by network 130, such as various
back office devices described above. According to one
embodiment, the NSP may receive compensation from the
retail entity in addition to compensation from the carrier
entity.

[0065] In one embodiment, the retail entity may receive a
payment from the carrier entity for the carrier entity to offer
services at a subset of or all of the locations of the retail
entity. Thus, in this embodiment, the retail entity may pay
both the NSP and the carrier entity.

[0066] According to another embodiment, the carrier
entity may receive payment from the retail entity for offering
services at a subset of or all of the locations of the retail
entity. For example, the offered services of the carrier entity
at locations of the retail entity may provide the retail entity
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with opportunities to attract more customers, e.g., to sell
goods and/or services to subscribers of the carrier entity. The
retail entity may also provide a payment to the NSP, in
addition to the payment from the carrier entity to the NSP.

[0067] In some embodiments, the NSP may store infor-
mation associated with various compensations in a computer
system. In various examples, the NSP may store a record of
a payment in a database (e.g., an accounting database); the
NSP may receive a payment from the carrier and/or the retail
entity via electronic transfer of funds; or the NSP may
receive a check from the carrier and/or the retail entity. The
NSP may deposit the check in a bank account, and a bank
may electronically update the bank account to account for
the check deposit.

[0068] The carrier may charge its customers for use of the
APs 120 at various retail entities. In various embodiments,
the carrier may provide statements, invoices, and/or bills on
a periodic basis to its subscribers, at 60. In some embodi-
ments, subscribers may be considered customers of the
carrier, wherein the subscribers of the carrier have a pre-
existing billing and/or contractual relationship with the
carrier. For instance, a carrier such as a telephone company
may provide monthly invoices to users of its telephone
service. The carrier may bundle access and/or services
provided by APs 120 with a customer and/or subscriber bill.
Services provided by APs 120 may be itemized on a bill.
Bills for services provided by APs 120 may be included in
bills for other services, such as long distance telephone
service, local telephone service, cable television service,
and/or broadband service, among others.

[0069] The carrier may also provide access and/or services
of APs 120 as an amenity or value-added service (e.g., free
service) for being a subscriber of the carrier. Thus, access
and/or services of APs 120 may be provided for being a
subscriber of a long distance service or cellular telephone
provider, among others. Alternatively, access and/or services
of APs 120 may be provided to bank account holders who
have access to online bill paying and/or free checking,
among others.

[0070] In several embodiments, a customer of the carrier
may be considered a walk-up customer, where the customer
may provide compensation (e.g., a payment) to the carrier in
an ad hoc fashion. In some embodiments, the carrier may
share the compensation from the walk-up customer. For
example, the carrier may share the compensation with the
retail entity and/or the network provider. If other carriers are
available at the location of the walk-up customer, the carrier
may share the compensation with various of the other
carriers available at the location of the walk-up customer.

[0071] In some embodiments, a walk-up customer may
become a subscriber of one or more services of the carrier.
For example, the network may provide a web page (such as
a forced first page (FFP)) that provides information on how
a walk-up customer may sign up to become a subscriber of
the carrier. The walk-up customer may register or sign-up
for a monthly or month-to-month subscription, among other
types of subscriptions, with the carrier. The carrier may
share revenue from the subscription with the retail entity
and/or the network service provider. If other carriers are
available at the location of the walk-up customer, the carrier
may share the revenue with various of the other carriers
available at the location of the walk-up customer.
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[0072] In various embodiments, the NSP may (also)
receive compensation from a carrier over a period of usage,
such as a perpetual period of time, for ongoing management
and maintenance of the network. This compensation may be
a periodic fee. For example, the NSP may receive monthly
payments from the carrier for allowing one or more cus-
tomers and/or subscribers of the carrier to access APs 120.
The retail entity may also receive ongoing compensation
from a carrier for allowing one or more customers and/or
subscribers of the carrier to access APs 120. For example,
the retail entity may receive monthly payments from the
carrier for allowing one or more customers and/or subscrib-
ers of the carrier to access APs 120.

[0073]

[0074] In various examples, a retail entity may comprise:
a chain fast-food of restaurants; a chain of hotels; a chain of
fueling stations (e.g., gas stations, truck stops, etc.); a chain
of convenience stores; a chain of discount stores or “super
centers” (e.g., Wal-Mart®, K-Mart®, etc.); and/or a chain of
coffee shops; among other types of retail entities. A retail
entity may also comprise various combinations of different
retail entities who have joined together to offer network
services, perhaps to provide joint branding or economies of
scale.

[0075] Invarious embodiments, a retail entity may include
a plurality of locations in one or more geographic regions.
For example, the retail entity may include locations 175A-
175D in a geographic region 178A as illustrated in FIG. 2.
A geographic region may be of any size and/or shape. In
some embodiments, the retail entity may own each business
location, such as locations 175A-175H. In various embodi-
ments, a portion of the business locations may be franchises.
For instance, the retail entity may include franchise loca-
tions in geographic regions 178B-178C.

[0076]

[0077] FIGS. 3A-3G illustrate a distributed network com-
munication system (NCS) 100, according to various
embodiments. NCS 100 may include one or more APs 120,
wherein the APs 120 may be installed in various retail entity
locations as described above. The wireless APs 120A-120B
may communicate with a portable computing device (PCD)
110 in a wireless fashion, while the wired APs 120C-120D
may communicate with PCD 110 in a wired fashion. Each
wireless access point (AP) 120 may include a wireless
transceiver and may operate according to various wireless
standards, such as wireless Ethernet (IEEE 802.11), IEEE
802.16, Bluetooth, General Packet Radio Service (GPRS),
CDMA (code division multiple access), TDMA (time divi-
sion multiple access), FDMA (frequency division multiple
access), ultra wide band, digital, and/or infrared communi-
cation technologies, among others.

[0078] Each of the APs 120 may be coupled to a network
130A. Network 130A may be coupled to a network man-
agement device (NMD) 105. NMD 105 may be coupled to
network 130B. WANs 107A-107B, corporate networks
101A-101B, and/or Internet 170 may be coupled to network
130B. In various embodiments, NMD 105 may provide
authentication and/or access control from one or more PCDs
110 coupled to network 130A through an AP 120 to the
various WANs 107, local area networks (LANs), and cor-
porate networks 101, including the Internet 170. Thus, NMD

FIG. 2—IL ocations of a Retail Entity

FIG. 3—A Network Communications System
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105 may be coupled to a PSTN, e.g., Ethernet cable and
DSL; a cable (television) based network; a satellite-based
system; a fiber based network; among others.

[0079] Network 130 (including 130A-130G) may include
a wired network, a wireless network or a combination of
wired and wireless networks. Network 130 may include
and/or be coupled to other types of communications net-
works, (e.g., other than the Internet) such as a public
switched telephone network (PSTN), where APs 120 and/or
PCD 110 may send and receive information from/to the
PSTN or other communication networks. Network 130 may
also be coupled to a wide area network (WAN), such as a
proprietary WAN. Network 130 thus may be, or be coupled
to, any of various wide area networks (WANSs), local area
networks (LANSs), corporate networks, including the Inter-
net.

[0080] Network 130 (including 130A-130G) may include
one or more wireless networks, e.g., based on IEEE 802.11
and/or IEEE 802.16. For instance, one or more wired and/or
wireless APs 120 may be coupled to network 130A in a
wireless fashion. Network 130A may include one or more
DSL (digital subscriber line) and/or cable (e.g., cable tele-
vision) networks and/or infrastructures. For example, net-
work 130A may include one or more of: cable modems,
cable modem termination systems (CMTSs), satellite
modems, DSL modems, digital subscriber line access mul-
tiplexers (DSLAMs), broadband remote access servers
(BRASs), and/or metropolitan area networks (MANS),
among others. Network 130 may form part of the Internet,
or may couple to other networks, e.g., other local or wide
arca networks, such as the Internet 170. Thus, APs 120 in
various retail entity locations may be coupled together using
a PSTN, e.g., Ethernet cable and DSL; a cable (television)
based network; a satellite-based system; and/or a fiber based
network; among others.

[0081] In various embodiments, access to these networks
may include any “services” these networks may provide. For
example, these services may include: email, world wide
web, file transfer, printing, file sharing, file system sharing,
remote file system, network file system (NFS), news, mul-
ticast, netbios, encryption, domain name service (DNS),
routing, tunneling, chat such as Internet Remote Chat or
AOL Instant Messenger, gaming, licensing, license manage-
ment, digital rights management, network time, remote
desktop, remote windowing, audio, database (e.g., Oracle,
Microsoft SQL Server, PostgreSQL, etc.), authentication,
accounting, authorization, virtual local area network
(VLAN) (e.g., IEEE 802.1(q), virtual private network or
VPN, audio, phone, Voice Over Internet Protocol (VoIP),
paging, or video, among others.

[0082] NCS 100 may include one or more content pro-
viders 160. In one embodiment, content provider 160A may
be coupled to network 130A. According to one embodiment,
content provider 160B may be coupled to network 130B,
e.g., through Internet 170. In various embodiments, content
provider 160 may provide information such as audio, video,
text, pictures, and/or maps among others. For example, the
information could be based on a geographic location of a
PCD 110 and/or an AP 120. For instance, a location of AP
120 may be provided to content provider 160, and content
provider 160 may provide geographic based advertising;
geographic based travel information; or display a map to
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PCD 110 which shows an area in the vicinity of PCD 110.
Some or all of the content may be pre-distributed to a local
cache device 162 (such as a computer hard drive or other
memory media) to facilitate faster local access to said
content and to minimize delays and/or costs of transmitting
said content through network 130B.

[0083] The content may be based on the retail entity and
current promotions of the retail entity. For example, the
content may be entertainment type content to entice cus-
tomers into the retail entity locations. For example, for a fast
food restaurant, such as a McDonalds®, content may be
provided that is geared to children, such as games based on
current McDonalds® promotions or themes, etc. In one
embodiment, network access to this type of enticement
content may be given freely to purchasing customers to
entice them to visit the retail location. This type of network
content may be provided in lieu of traditional “plastic toys”
or other items routinely given out to children in these
restaurants.

[0084] In one embodiment, content provider 160 may
provide content that may be used by the business itself, e.g.,
content to train employees of the retail entity or provide
necessary business information. According to one embodi-
ment, content provider 160 may provide content that may be
used to train employees of a carrier. In several embodiments,
NMD 105 may include content provider 160 or the content
and functionality of content provider 160. A portion or all of
said content may be cached on a local cache device 162.

[0085] NCS 100 may include a management information
base (MIB) 150. MIB 150 may be coupled to network 130A.
MIB 150 may be a mechanism, such as a memory, which
may allow the persistent storage and management of infor-
mation needed by network 130A to operate. In one embodi-
ment, MIB 150 may store a data structure, such as a table
comprising a list of identification information and a corre-
sponding list of the plurality of possible networks and/or
services. The data structure may also store access informa-
tion, which may include associated methods for providing
data to/from the respective plurality of possible networks
and/or services. The access information may include access
level and/or privilege level information. The data structure
may include a table having a plurality of tuples, with each
tuple having the identification information. According to one
embodiment, the data structures which store this information
may be included in each of the APs 120, or may be provided
in various other locations.

[0086] MIB 150 may store other information, such as a
directory of all the elements (e.g., access points, computing
devices, etc) in the network, the topology of the network,
characteristics of individual network elements, characteris-
tics of connection links, performance and trend statistics,
and any information which is of interest in the operation of
network 130A. For example, MIB 150 may store the precise
longitude, latitude, altitude and other geographic informa-
tion pinpointing the location of each access point.

[0087] In several embodiments, NMD 105 may be a
computer system operable to include MIB 150, network
130A, various networking equipment, and/or one or more
APs 120, among others.

[0088] A user operating PCD 110 may communicate with
one of the APs 120 to gain access to a network and its
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services, such as Internet 170. PCD 110 may have a wireless
communication device, e.g., a wireless Ethernet card, for
communicating with one or more of the wireless APs 120.
PCD 110 may instead have a wired communication device,
e.g., an Ethernet card, for communicating with one or more
of the wired APs 120.

[0089] In several embodiments, PCD 110 may be any of
various types of devices, including a computer system, such
as a portable computer, a personal digital assistant (PDA), an
Internet appliance, a communications device, or other wired
or wireless device. PCD 110 may include various wireless or
wired communication devices, such as a wireless Ethernet
card, paging logic, RF (radio frequency) communication
logic, a wired Ethernet card, a modem, a DSL device, an
ISDN device, an ATM (asynchronous transfer mode) device,
a parallel or serial port bus interface, or other type of
communication device.

[0090] In various embodiments, PCD 110 may include a
memory medium which stores identification information.
The identification information may be a System ID (an IEEE
802.11 System ID), a processor or CPU ID, a Media Access
Control (MAC) ID of a wireless or wired Ethernet device
comprised in the PCD 110, or other type of information that
identifies PCD 110. The identification information may be
included in a digital certificate (e.g., an X.509 certificate),
which may be stored in a web browser, in a client software,
or in a memory medium of PCD 110.

[0091] With wireless APs 120, the wireless communica-
tion may be accomplished in a number of ways. In one
embodiment, PCD 110 and wireless APs 120 are equipped
with appropriate transmitters and receivers compatible in
power and frequency range (e.g., 900 MHz, 2.4 GHz, 3.6
GHz, 5 GHz, among others) to establish a wireless commu-
nication link. Wireless communication may also be accom-
plished through cellular, digital, or infrared communication
technologies, among others. To provide user identification
and/or ensure security, PCD 110 and/or wireless APs 120
may use any of various security systems and/or methods.

[0092] With wired APs 120, the wired connection may be
accomplished through a variety of different ports, connec-
tors, and/or transmission mediums. For example, PCD 110
may be connected through an Ethernet, universal serial bus
(USB), FireWire (IEEE 1394), serial, or parallel transmis-
sion cables, among others. PCD 110 may also include
various communication devices for connecting to one of the
wired APs 120, such as wired Ethernet cards, modems, DSL
adapters, ATM adapters, IDSN devices, or other communi-
cation devices. In one example, a hotel, such as location
175A, may have Ethernet connections in the restaurants,
shops, meeting rooms, and/or guest rooms. In a second
example, a fast-food restaurant and/or a coffee shop, such as
location 175B, may have both wireless and wired connec-
tions for mobile users. A user may connect to a wired AP
120C through the use of a laptop computer (PCD 110), an
Ethernet network card, and a network cable. This connection
may have the same impact as a connection made to a
wireless AP 120B. In other words, a user using a wired PCD
110 may be able to use various network infrastructures in the
same manner as a user using a wireless PCD 110.

[0093] In various embodiments, NCS 100 may be geo-
graphic-based. In other words, the NCS 100 may provide
information and/or services to a PCD 110 of a user based at
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least partly on the geographic location of the PCD 110, ¢.g.,
as indicated by APs 120 or as indicated by geographic
information (e.g., GPS information, fast-food restaurant or
coffee shop location, room identification or number, among
others) provided from PCD 110. In one embodiment, APs
120 are arranged at known geographic locations and may
provide geographic location information regarding the geo-
graphic location of the user or PCD 110. According to one
embodiment, PCD 110 may provide geographic location
information of the PCD 110 through an AP 120 to network
130A. For example, the PCD 110 may include GPS (Global
Positioning System) equipment enabling PCD 110 to pro-
vide its geographic location through the AP 120 to network
130A.

[0094] In some embodiments, a retail entity computing
device (RECD) 111 may be coupled to network 130A. Retail
entity computing device (RECDs) 111A-111B may be
coupled to network 130A in a wired fashion while RECD
111C may be coupled to network 130A in a wireless fashion
by wireless AP 120, as shown in FIG. 3B.

[0095] A retail entity may provide RECDs 111 at various
locations of the retail entity. RECDs 111 may be used by
customers of the retail entity to access content and/or
network services offered at the various locations. In several
embodiments, the retail entity may distribute access codes,
and the access codes may be used to authenticate a user for
service. For example, an access code may be used to
authenticate a user for access to Internet 170. The RECDs
111 may be “locked down™ to prevent theft.

[0096] The retail entity may distribute access codes to
access content through RECDs 111. For example, a cus-
tomer of the retail entity may receive an access code and use
the access code with RECD 111B to access content from
content provider 160A and/or 160B. In various examples,
the content may include audio, video, maps, pictures, and/or
text, among others. For instance, the content may include a
movie trailer, a music video, and/or a computer-imple-
mented game, web pages, graphics, digital magazines,
among others. Some or all of said content may be cached on
a local file server 162. Said content cache may be updated,
replaced, or added to based on various factors including, but
not limited to, the date of the content (e.g. digital magazines
and/or digital newspapers may be updated once/day or
once/week), the local demographics or local area attractions,
size of the data, available bandwidth for download, or other
scheduled mechanism for updating the cached content.

[0097] In several embodiments, access codes to content
may be provided to customers with a purchase of goods
and/or services. For example, a customer may receive an
access code to download a computer-implemented game.
The computer-implemented game may be downloaded to
PCD 110, for instance. The access code to download a
computer-implemented game may be distributed instead of
a toy or trinket that may have accompanied a purchase of a
meal. The computer-implemented game may include one or
more digital rights management schemes. For instance, a
digital rights management scheme may provide protection
against further distribution of the computer-implemented
game, €.g., not allowing distribution of the computer-imple-
mented game to another computing device after it is down-
loaded. A digital rights management scheme may allow the
computer-implemented game to only be played at a location
of the retail entity.
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[0098] In several embodiments, NMD 105 may service a
single location. In various embodiments, NMD 105 may
service a plurality of locations 175, as shown in FIG. 3C.
For instance, each of the venues 175A-175D may include a
portion of NCS 100. In one embodiment, a plurality of
venues, such as venues 175C-175D, may include a physical
portion of NCS 100 where the physical portion, such as
wireless AP 1204, is common to both venues. The physical
portion of NCS 100 may appear as more than one portion in
a virtual fashion with the use of virtual access points as
further described below.

[0099] In various embodiments, NCS 100 may include
and/or use various virtual local area networks (VLANs) 117,
as shown in FIG. 3D. In several embodiments, a back office
device (BOD) 102 may be coupled to network 130A. For
example, a BOD 102 may include a cash register, or a BOD
102 may include point of sale (POS) terminal with a credit
card reading mechanism. The POS terminal may be config-
ured to contact a clearinghouse through a network to debit
one or more credit or debit card accounts. The POS terminal
may include other mechanisms to identify a customer and/or
customer account information. The POS terminal may
include a smart card reader. For instance, the smart card
reader may be used to read bank account information from
a smart card. The POS terminal may include a radio fre-
quency identification (RFID) reader. For instance, an RFID
may indicate account information of a customer.

[0100] In several embodiments, information may be com-
municated to and from BOD 102 through network 130A
using a VLAN 117A. For example, BODs 102A-102C may
communicate with NMD 105 through VLAN 117A. For
instance, it may be desirable to separate communications
from BODs 102A-102C from other network elements, such
as wireless AP 120. According to one embodiment, wireless
AP 120 may use VLAN 117B to communicate with NMD
105. Using VLANs 117A-117B, NMD 105 and network
130A may allow any information communicated to and/or
from a BOD 102 to not be available through wireless AP
120. This may effectively create or produce private and
public portions of network 130A.

[0101] In several embodiments, network 130 may support
bandwidth shaping or traffic shaping. According to one
embodiment, a data rate or packet rate may be reserved for
one or more computer systems at location 175. For example,
a BOD 102 may be able to use a data rate 728 kilobits per
second (kbps) to transmit information to Internet 170 while
a PCD 110 may only be able to use 128 kbps to transmit
information to Internet 170. In one embodiment, traffic
shaping may “deburst” or smooth traffic flows. For example,
without traffic shaping, packets traversing network 130 may
be: ten packets in a first second, O packets in a second
second, and twenty packets in a third second. With traffic
shaping, the thirty packets may traverse network 130 at ten
packets per second, and more than three second may tran-
spire before all thirty packets traverse network 130.

[0102] In various embodiments, network 130 may support
IEEE 802.1p, which provides various quality of service
(QoS) or class of service (CoS). This may enable network
130 to enforce certain predefined quality of service metrics
to any given port or virtual port included within network
130. For instance, using QoS, network 130 may be operable
to prioritize traffic and/or perform dynamic multicast filter-
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ing. In one embodiment, an IEEE 802.1p header may
include a three-bit field for prioritization. For instance, this
may allow network 130 to group data packets into various
traffic classes. For example, using a three-bit field for
prioritization may establish eight levels of priority. Network
130 may be configured with any prioritization mapping. In
one embodiment, a prioritization mapping may be stored in
memory coupled to network 130, such as MIB 150, among
others.

[0103] In several embodiments, a prioritization mapping
may include a three-bit number (e.g., 000 through 111 in
binary or, equivalently, O through 7 in decimal) associated
with a priority level. In one instance, network-critical traffic
such as a Routing Information Protocol (RIP) (e.g., RIP
version 2) and/or an Open Shortest Path First (OSPF) table
updates may be given a highest priority. For example, the
highest priority may be seven in the prioritization mapping.
Delay-sensitive applications such as interactive video and/or
voice may be associated with moderately high priority
values of five or six in the prioritization mapping. Other
traffic or data classes may range from streaming multimedia
and/to business-critical traffic, such as traffic from a data-
base, down to “loss eligible” traffic. The streaming multi-
media and/to business-critical traffic may be associated with
moderate priority values around five or four in the prioriti-
zation mapping while the loss eligible traffic may be asso-
ciated with a value of zero in the prioritization mapping. For
example, a zero value may be used as a default. For instance,
a zero value may be invoked automatically when no other
value has been set.

[0104] In various embodiments, network 130 may use
VLANSs and QoS in tandem (e.g., IEEE 802.1q and IEEE
802.1p in tandem). In one embodiment, a VLAN tag may
include two parts, a twelve-bit VLAN ID and a three-bit
prioritization. In one example, this may allow network 130
to support a plurality of priority levels for a plurality of
VLANS. In a second example, this may allow network 130
to support a plurality of priority levels within one or more
VLANS.

[0105] Inseveral embodiments, network 130 and/or NMD
105 may provide policy-based routing from one or more
computer systems to one or more networks. For example, an
employee of the retail entity may use a PCD 110C. PCD
110C may be coupled to network 130A. For instance, PCD
110C may be coupled to network 130A through wireless AP
120. In one instance, the employee may use PCD 110C to
communicate a computer system of retail entity, such as a
retail entity gateway device 108 (e.g., a router, a virtual
private network device, a VPN tunnel terminator or end-
point, etc.). NMD 105 and/or network 130A may route the
communication to a VPN associated with retail entity gate-
way device 108. In a second instance, the employee may use
PCD 110C to communicate a BOD 102A. NMD 105 and/or
network 130A may route the communication to BOD 102A.
For example, PCD 110C may interface with BOD 102A to
place an order for food and/or beverages. In a third instance,
the employee may use PCD 110C to communicate a web
server available through Internet 170. NMD 105 and/or
network 130A may route the communication to Internet 170.

[0106] In several embodiments, NCS 100 may allow a
NMD 105 may communicate with a retail entity gateway
device 108 using one or more secure systems and/or meth-
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ods. FIG. 3E illustrates NMDs 105A-105C communicates
with a VPN concentrator 106, according to various embodi-
ments. In one embodiment, each NMD 105A-105C com-
municates with VPN concentrator 106 using VPNs 118A-
118C, respectively. In one example, each VPN 118 may
include an IPSec, GRE, PPTP, IP over IP, or other tunnel (or
a combination of tunneling technologies to achieve desired
connectivity and routing of data). In various embodiments,
VPN concentrator 106 may include one or more computer
systems and/or one or more routers. According to one
embodiment, VPN concentrator 106 may allow communi-
cation of information to and from retail entity gateway
device 108 through a VPN 119. For instance, VPN 119 may
include an IPSec tunnel.

[0107] In various embodiments, NCS 100 may include
one or more VPN concentrators 106 which may be distrib-
uted in one or more geographic regions, as shown in FIG.
3F. For example, VPN concentrators 106 A-106C may pro-
vide communication service with NMDs in geographic
regions 178A-178C, respectively. For instance, each of the
VPN concentrators 106 A-106C may use VPNs 119A-119C,
respectively, to communicate with retail entity gateway
device 108.

[0108] In several embodiments, various BODs 102 dis-
tributed throughout one or more geographic regions may be
available through VPN concentrators 106, VPNs 119, VPNs
108, and NMDs 105. In one embodiment, a first BOD 102
may be coupled to a first NMD 105, and a second BOD 102
may be coupled to a second NMD 105. The first and second
BODs 102 may communicate in with each other in a secure
fashion. According to one embodiment, each BOD 102 may
be associated with a private address, such as a private
internet protocol (IP) address. For example, each BOD 102
may be reached or available through its private address.

[0109] In various embodiments, NCS 100 may include
networks 130E-130G, as shown in FIG. 3G. Each of the
networks 130E-130G may be coupled to a network, such as
Internet 170. NCS 100 may include AAA servers 710A-
710C coupled to networks 130E-130G, respectively. NCS
may include AAA interface servers 720A-720C coupled to
networks 130E-130G, respectively. NCS 100 may include
membership server 730A coupled to network 130E and
membership server 730B coupled to network 130G. NCS
100 may include credit card processing server 740A coupled
to network 130E and credit card processing server 740B
coupled to network 130G. These servers may be located in
various locations. In various examples, AAA server 710C,
AAA interface server 720C, membership server 730B, and
credit card processing server 740B may be located at a
carrier location 707; AAA server 710B and AAA interface
server may be located at a roaming partner location 705;
AAA server 710A, AAA interface server 720A, membership
server 730A, and credit card processing server 740A may be
located at a network service provider location 700; or other
configurations may be used as well.

[0110] Memory Medium and Carrier Medium

[0111] One or more of the systems described above, such
as PCDs 110, APs 120, BODs 102, MIB 150, content
providers 160, and NMDs 105 may include a memory
medium on which computer programs or data according to
the present invention may be stored. For example, each of
the APs 120 and/or MIB 150 may store a data structure as
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described above comprising information regarding identifi-
cation information, corresponding networks, and access
information such as associated data routing methods. Each
of the APs 120 and/or MIB 150 may further store a software
program for accessing these data structures and using the
information therein to properly provide or route data
between personal computing devices and networks, or to
selectively provide or route data depending on the access
information.

[0112] The term “memory medium” is intended to include
various types of memory or storage, including an installation
medium, e.g., a CD-ROM, or floppy disks, a random access
memory or computer system memory such as DRAM,
SRAM, EDO RAM, Rambus RAM, NVRAM, EPROM,
EEPROM, flash memory etc., or a non-volatile memory
such as a magnetic media, e¢.g., a hard drive, or optical
storage. The memory medium may comprise other types of
memory as well, or combinations thereof. In addition, the
memory medium may be located in a first computer in which
the programs are executed, or may be located in a second
different computer which connects to the first computer over
a network. In the latter instance, the second computer
provides the program instructions to the first computer for
execution. The memory medium may also be a distributed
memory medium, e.g., for security reasons, where a portion
of the data is stored on one memory medium and the
remaining portion of the data may be stored on a different
memory medium. Also, the memory medium may be one of
the networks to which the current network is coupled, ¢.g.,
a SAN (Storage Area Network).

[0113] Also, each of the systems described above may
take various forms, including a personal computer system,
mainframe computer system, workstation, network appli-
ance, Internet appliance, personal digital assistant (PDA), an
embedded computer system, television system or other
device. In general, the term “computer system” can be
broadly defined to encompass any device having a processor
which executes instructions from a memory medium.

[0114] The memory medium in one or more of the above
systems thus may store a software program or data for
performing or enabling access or selective network access.
A CPU or processing unit in one or more of the above
systems executing code and data from a memory medium
comprises a means for executing the software program
according to the methods or flowcharts described below.

[0115] Various embodiments further include receiving or
storing instructions and/or data implemented in accordance
with the present description upon a carrier medium. Suitable
carrier media include memory media as described above, as
well as signals such as electrical, electromagnetic, or other
forms of analog or digital signals, conveyed via a commu-
nication medium such as networks and/or a wireless link.

[0116] FIG. 4—Service Through Access Points

[0117] FIG. 4 illustrates a method of a user using a PCD
110 at a location 175 of a retail entity, according to various
embodiments. It is noted that in various embodiments one or
more of the method elements may be performed concur-
rently, in a different order, or be omitted. Additional ele-
ments may be performed as desired.

[0118] At 70, the user may use PCD 110 to access service
through an access point (AP) 120 at location 175 of the retail
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entity. For instance, service through AP 120 may include
services of one or more networks mentioned above. For
example, the service may include access to content. The
content may include media such as electronic magazines,
electronic newspapers, and/or websites, among others. The
content may include media such as audio and/or video.
Some or all of said content may be cached on a local cache
device 162.

[0119] In various embodiments, the content may be pro-
vided by the NSP. According to one embodiment, the NSP
may provide the content from a computer system at location
175. In one embodiment, the content may be provided by
one or more content providers, such as content providers
160A-160B. In various embodiments, the content may be
provided for a fee. In several embodiments, the content may
be provided after authenticating a promotional code. In
some embodiments, the content may be based on a geo-
graphic location of PCD 110 and/or AP 120. For more
information on the use of geographic location information
for providing geographic based services, please see U.S. Pat.
No. 5,835,061, referenced above.

[0120] Inseveral embodiments, at 75, a usage by PCD 110
and/or a request for service from PCD 110 may be detected.
In one example, a System ID (e.g., a SSID and/or ESSID,
among others) used by PCD 110 to communicate with AP
120 may be detected. For instance, each wireless AP 120
may be operable to “listen for” or “detect” a plurality of
different System IDs which may correspond to a plurality of
different possible network providers or carriers, or which
may correspond to unknown network providers or carriers.
Various embodiments may include various systems and/or
methods for detecting a usage and/or a request for service.
In one embodiment, PCD 110 may attempt to access a web
server by transmitting a request for a web page of the web
server. At 77, according to one embodiment, available
pricing and/or service options may be determined. In one
embodiment, a web page to present to PCD 110 may be
determined, at 77. For example, the web page may include
the determined pricing and/or service options. At 78, the
web page may be transmitted to PCD 110. According to one
embodiment, the web page may instruct the user of PCD 110
to submit identification and/or authentication information. In
various embodiments, a redirect (e.g., a hypertext transfer
protocol or HTTP 302 redirect) to a web page may be
transmitted to PCD 110, at 78.

[0121] In several embodiments, PCD 110 may use cus-
tomized client software to request service. At 75, the request
from or usage of the client software may be detected.
Information to send to the client software may be deter-
mined, at 77. Determining the information to send to the
client software may be based on information received from
the request. At 78, the NSP may transmit the information to
PCD 110.

[0122] In various embodiments, PCD 110 may transmit
various authentication information, at 79. In one embodi-
ment, PCD 110 may transmit authentication information
from a web browser to a web server. According to one
embodiment, PCD 110 may transmit authentication infor-
mation from client software to a web server or another type
of server.

[0123] At 80, an authentication process may be used to
determine if service may be granted. In several embodi-
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ments, authentication may include a process of identifying
an individual. In various embodiments, authentication may
be based on an idea that each individual user has substan-
tially unique information that sets him or her apart from
other users. Authentication may be based on a username and
password combination, an X.509 certificate, or other cre-
dentials, such as biometric information from a human being
based on physiological and/or behavioral characteristics. For
instance, the username and password combination may
include a telephone number and a personal identification
number (PIN). The biometric information, for example, may
include fingerprint information, a hand geometry, retina
information, iris information, facial information, signature
information, DNA information, and/or voice information,
among others.

[0124] In various embodiments, authentication informa-
tion may include payment information. For instance, infor-
mation (e.g., a web page) transmitted to PCD 110 may
request the user to enter credit card or debit card information
for access to network service. For example, the authentica-
tion information may include credit card or debit card
information.

[0125] In several embodiments, prepaid card information
may be used as authentication information. For instance,
information (e.g., a web page) transmitted to PCD 110 may
request the user to enter prepaid card information for access
to network service. For example, a prepaid card may include
a balance for services associated with a NSP and/or a carrier.
When the prepaid card is used for services, an amount of the
balance may be debited from it. The prepaid card informa-
tion may include a string of characters. The prepaid card
information may be entered via an input device, such as a
keyboard or its equivalent. In one embodiment, a prepaid
card may be associated with only one carrier.

[0126] In various embodiments, authentication informa-
tion may include access code information. For instance,
information (e.g., a web page) transmitted to PCD 110 may
request the user to enter access code information for access
to network service. According to one embodiment, the
authentication information may include an access code. For
instance, an access code may be a substantially unique string
of characters distributed to a user of PCD 110. The access
code may be entered via an input device, such as a keyboard
or its equivalent, of PCD 110. For more information on the
use of access codes for providing access to network services,
please see U.S. patent application Ser. No. 10/797,430,
referenced above.

[0127] In several embodiments, a user of PCD 110 may
agree to an “Acceptable Use Policy” (AUP) before service
may be granted. The AUP may include various definitions of
services available to PCD 110. The AUP may include
various definitions of services not available to PCD 110. The
AUP may include guidelines and/or restrictions for using
one or more services and/or acceptable use of the one or
more services.

[0128] In various embodiments, authentication may be
determined at NMD 105. For example, an access code may
be authenticated at NMD 105. In several embodiments,
NMD 105 and/or PCD 110 may communicate with one or
more remote computers system to determine authentication.
In several embodiments, NMD 105 and/or PCD 110 may
communicate with the one or more remote computer sys-
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tems using use one or more secure methods and/or systems.
For example, NMD 105 and/or PCD 110 may communicate
with the one or more remote computer systems using
transport layer security (TLS), HTTPS (secure HTTP),
and/or a secure socket layer (SSL). For example, the one or
more remote computer systems may include a membership
server 730 and/or a credit card processing server 740, among
others. For instance, membership server 730 and/or credit
card processing server 740 may provide an authentication
response in response to receiving authentication informa-
tion. In several embodiments, NMD 105 may receive the
authentication response and determine if the authentication
response indicates whether or not PCD 110 is authenticated,
at 81.

[0129] Invarious embodiments, the authentication process
may include transmitting the identification and/or authenti-
cation information associated with the user of PCD 110 to a
computer system and may include receiving an authentica-
tion response. If no authentication response was received,
access to service may be denied at 82. In one embodiment,
a predetermined amount of time may transpire before it may
be determined that no authentication response was received.
If the authentication response indicates the user is not
authenticated, access to service may be denied at 82.

[0130] According to one embodiment, at 82, an access
level or privilege level of the user may be set to a lowest
possible level. For example, the user may only have access
to specified local and/or limited resources but no external
service, e.g., service of Internet 170. The specified local
resources may include advertising, maps and/or other infor-
mation of the retail entity and/or surroundings of location
175, and/or online shopping, among others. The local and/or
limited resources may include limited access to several web
servers available through Internet 170 to provide advertis-
ing, maps and/or other information.

[0131] If the authentication response indicates that the
user has been authenticated, service may be granted. At 85,
an authorization process may be used. In various embodi-
ments, authorization may include a process of granting or
denying a user access to one or more network services
and/or one or more resources (e.g., content). In one embodi-
ment, authorization may commence after the user has been
authenticated. According to one embodiment, an amount of
services and/or content the user may access may depend on
an authorization level of the user. For example, the user may
be able to access one or more maps and/or advertising with
a first authorization level. The user may be able to access one
or more songs and/or videos with a second authorization
level. In one embodiment, the authorization level may be
determined, at least in part, by the geographic location of
PCD 110 and/or AP 120. According to one embodiment,
content provider 160 may determine and/or use the autho-
rization level for providing content to the user of PCD 110.
For more information on the use of access and/or authori-
zation levels, please see U.S. patent application Ser. No.
09/707,729, referenced above.

[0132] At 90, an accounting process may be used. In
several embodiments, accounting may include a process of
keeping track of a user’s activity while accessing the ser-
vices and/or resources. Services and/or resources may
include an amount of time spent on a network, services
accessed while on the network, and/or an amount of data
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transferred during a session, among others. Accounting
information may be used for trend analysis, capacity plan-
ning, billing, auditing, and/or cost allocation, among others.
According to one embodiment, the NSP may store at least a
portion of the accounting information in a database. In one
embodiment, the NSP may store a portion of the accounting
information in a management information base, such as MIB
150.

[0133] In various embodiments, authentication, authoriza-
tion, and accounting (or “AAA”) processes or services of 80,
85, and 90, respectively, may be used with one or more
computer systems to provide AAA processes or services.
RADIUS (Remote Authentication Dial-In User Service) is
an example of an AAA service used by many Internet
Service Providers (ISPs). (The RADIUS specification is
maintained by a working group of the Internet Engineering
Task Force, the main standards organization for the Inter-
net.) When a user connects to the ISP, the user’s username
and password may be transmitted to an AAA server (e.g., a
RADIUS server) or to an AAA interface server (e.g., a web
server). The AAA server may then check that the informa-
tion is correct and authorize access to the ISP’s system.
Other protocols for providing an AAA framework may
include DIAMETER (an extension and improvement of
RADIUS), EAP (Extensible Authentication Protocol),
TACACS (Terminal Access Controller Access Control Sys-
tem), TACACS+, and/or XTACAS, 802.1x, WPA, 802.11i,
among others. In several embodiments, these may also be
used for applications, such as access to network service or
Internet protocol (IP) mobility, and are intended to work in
both local AAA and roaming situations.

[0134] Roaming Access

[0135] In various embodiments, a user may access net-
work services via a carrier with whom the user has no prior
relationship. The user may subscribe to a network provider
which is not the carrier. In one embodiment, the network
provider may provide the user with a single bill at the end
of the month for all of his or her network services (or, in
some cases provide for a pre-paid subscription service). The
network provider may provide or operate various network
services itself, or the network provider may be considered an
“aggregator” that does not own or operate any networks but
provides infrastructure for enabling its subscribers to gain
network service at sites or locations from one or more other
network providers and/or carriers. The network provider that
has the billing relationship with the user with whom the
carrier has no prior relationship may be referred to herein as
a “roaming partner”. In other words, subscribers of a roam-
ing partner may be permitted to roam on various network
infrastructures provided by one or more other network
providers and/or one or more carriers.

[0136] Forexample, the carrier and a roaming partner may
have an agreement or contractual relationship that allows
subscribers of the roaming partner to roam on one or more
network infrastructures of the carrier. In various embodi-
ments, one or more carriers may have agreements with one
or more roaming partners. In other words, subscribers of
each of the roaming partners may roam on various network
infrastructures controlled, operated, and/or maintained by a
carrier.

[0137] In several embodiments, various methods and/or
systems may enable a user to roam on a network infrastruc-
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ture. In one embodiment, a user may use a web browser to
obtain roaming network services. According to one embodi-
ment, a user may use client software to roam on a network
infrastructure. Various embodiments may include using a
standard RADIUS login with a RADIUS-qualified username
and password.

[0138] When a web browser is used, the web browser may
receive information associated with a welcome page trans-
mitted in 78. The custom welcome page may permit the user
to choose a connection type for accessing the internet: for
example, by purchasing a connection (e.g., using a credit
card or hotel account), by using an existing membership
with the service provider, by using a coupon to purchase a
connection, or by using a roaming connection with a roam-
ing provider (e.g., entering a RADIUS name and password).

[0139] The user may submit his or her RADIUS username
and password. The username should be RADUIS-resolvable
so that an AAA server 710A from the network provider may
properly proxy to an AAA server 710B from the roaming
partner. For example, the username may be of the form:
“COMPANY X/myusername@CompanyX.com”.  Accord-
ing to one embodiment, an authentication response from
AAA server 710B may indicate that the user is not authen-
ticated, at 80. In several embodiments, NMD 105 may
receive the authentication response and determine if the
authentication response indicates whether or not PCD 110 is
authenticated, at 81. In various embodiments, AAA server
710A may receive the authentication response and determine
if the authentication response indicates whether or not PCD
110 is authenticated, at 81. At 82, the user may be denied
access if the authentication response indicates that the user
is not authenticated. In one embodiment, an authentication
response from AAA server 710B may indicate that the user
is authenticated, at 80. In various embodiments, PCD 110
may be granted services, such as one or more authorized
services of the user’s account, at 85.

[0140] In addition to authentication information, other
information may be exchanged between the network pro-
vider and the roaming partner. For example, the network
provider may publish service and fee information that is
specific to the local site and/or network provider, as well as
potentially providing options for different service categories.
Similarly, the roaming partner may be able to provide
information to the network provider regarding, for example,
account information and/or restrictions for the customer. For
example, the roaming partner may exchange information
with the network provider indicating that the user may only
use a world wide web service. In one embodiment, at 85, the
network provider may authorize the user to use the world
wide web service. According to one embodiment, at 90, a
RADIUS “start” record may be generated for accounting
purposes. At 95, the user may be allowed access to one or
more services (e.g., authorized in 85) through AP 120.

[0141] When client software is used, an access request
may be detected at 75. In one embodiment, the client
software may perform a HTTP “GET” to a web server, not
on the subnet to which PCD 110 belongs, to initiate an
access request. In another embodiment, the client software
may perform a HTTP “GET” to a web server, on the subnet
to which the PCD belongs, to initiate an access request. For
instance, the web server may have the address of the default
gateway or default router of the subnet to which PCD 110
belongs.
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[0142] When PCD 110 is not currently authenticated for
access, at 77, information to transmit to the client software
may be determined. The information may include an acti-
vation response message. The information may be transmit-
ted to PCD 110 (e.g., to the client software) at 78. For
example, the activation response message may include
information that is usable to access Internet 170 (e.g., a
router address or other network address for the network
provider). The activation response message may be returned
to the client software as a HTTP redirect (e.g., a HTTP 302
redirect) to a “Terms and Conditions” web page. In one
embodiment, the redirect may include a location identifier
for the location 175 as well as the access procedure identi-
fication as described in Table 1. The location identifier and
access procedure information may be included within a valid
HTML message, such as a message delimited appropriately
with the <HTML> and </HTML> tags. The HTML message
may include other valid HTML message elements (e.g.,
HEAD, BODY, etc.).

TABLE 1

Information Required/
name Type Field format/value optional
Router IP HTTP “{URL}?{query Required
address redirect parameters}”
Access HTML “<!--access Required
procedure Comment procedure=WY.1-->”
Location HTML “<!--access Required
identifier Comment location={location ID}-->"
Error return HTML “<l--error={error Required

Comment number}-->"

[0143] Inone embodiment, the {location ID} may include
characters such as “wp_” (to identify the network provider
or carrier) concatenated with one or more 7-bit ASCII
numeric code of one to twenty-nine digits. This location ID
may uniquely identify the location at which the access will
occur. The HTML message may include an error return
string as shown in the above table. Error numbers may be
defined appropriately (e.g., O=successful acceptance of
request and 255=undefined system error).

[0144] According to one embodiment, client software will
not perform a HTTP GET operation to acquire redirected to
a location. Rather, the redirect is provided to pass back the
{Query parameters} shown above. To make an authentica-
tion request, the client software may then form a logon URL
in the format “https://roamer.{network provider and
domain}/roamer_login.adp”, where {network provider and
domain} indicates an internet address for the network pro-
vider or carrier (e.g., wayport.net or foobazco.net).

[0145] At 79, the client software of PCD 110 may then
transmit its user’s username and password to the network
provider (e.g., at the router address indicated by the activa-
tion response message). The client software may originate a
POST operation to the above-described URL at the internet
protocol (IP) address implied by the logon URL at TCP port
443 utilizing a HTTPS (secure HTTP) connection over TCP.
The POST parameters may be constructed by appending the
arguments “username” and “password” to the {Query
parameters} returned in the activation response HTML
message. The contents of the username and password fields
may be encoded as “text/plain”, and the username may
include a full NAI (network access identifier) including
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appropriate roaming-partner prefixes. In several embodi-
ments, the information may be formatted as shown in Table
2.

TABLE 2

Field naming/format

specification Required/
Field name Type (url encoded) optional
Username HTTP POST  type=“text” Required
input field parameter name=“username”

maxsize="128
Password HTTP POST  type=“password” Required
input field parameter name="“password”

maxsize=“128“

[0146] At 80, authentication may be determined. Deter-
mining authentication may include the sending the username
and password to a roaming partner for authentication. In one
embodiment, an industry-standard RADIUS mechanism
may be used for authentication. When a valid login attempt
is received from the client software, and the RADIUS
username begins with a roaming-partner prefix of the form
“ROAMING_PARTNER/” an AAA server may be deter-
mined. For example, the determined AAA server may be
AAA server 710B. A valid RADIUS authentication request
(i.e., an Access-Request) may be transmitted to AAA server
7101B of the roaming partner using standard RADIUS
proxy procedures.

[0147] The roaming partner may determine whether a user
account is authenticated (e.g., using the user’s RADIUS-
compliant username and password) and send an appropriate
authentication response back to the network provider. In one
instance, the roaming partner associated with the user of
PCD 110 may determine if the user account is authenticated.
In several embodiments, NMD 105 may receive the authen-
tication response and determine if the authentication
response indicates whether or not PCD 110 is authenticated,
at 81. In various embodiments, AAA server 710A may
receive the authentication response and determine if the
authentication response indicates whether or not PCD 110 is
authenticated, at 81.

[0148] Inoneembodiment, a roaming partner may attempt
to deliver an authentication request to an appropriate authen-
tication authority. The roaming partner may then return the
response  (typically Access-Accept or Access-Reject)
returned by the authentication authority. According to one
embodiment, the roaming partner may not return vendor-
specific RADIUS attributes sent by the authentication
authority. If no response is received from the authentication
authority, the roaming partner may return an Access-Reject
response to the network provider.

[0149] If an authentication response indicates that a user
account has not been authenticated, then access of network
services for the user may be denied, at 82. If the authenti-
cation response indicates that the user account has been
authenticated, then authorization to access network services
may be granted, at 85.

[0150] According to one embodiment, when the logon
attempt is successful, an HTML authentication page may be
returned to PCD 110. The page may include an HTML
comment string of the form “<!--error={error number}-->".
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The error number may be defined appropriately (e.g., O=suc-
cessful acceptance of request, 100=request rejected and
login failed, 102=RADIUS communication error, and 255=
undefined system error). New error numbers and definitions
may be promulgated to the roaming partner by the network
provider.

[0151] In one embodiment, the authentication page may
contain an HTML comment string of the form “<!--Auth-
Message={reply message}-->". For example, the {reply
message} may include the RADIUS Reply-Message
attribute when one is returned in an Access-Reply. The
{reply message} may include another message (e.g., an error
message) as defined by a carrier.

[0152] In one embodiment, if the request was successful,
the authentication page may include an HITML comment of
the form “<!--Sessionld={session key}-->”. For example,
the {session key} may include a substantially unique alpha-
numeric string of at least one and not more than twenty
characters. According to one embodiment, the session key
may be cached by client software until the session has been
terminated.

[0153] According to one embodiment, the authentication
page may also include a parameter which specifies a logout
URL and may be of the form “<!--LogoffUrl="https://<site-
specific logouff URL>’-->". In one embodiment, to initiate
a logoff, client software may send an HTTP POST operation
to a computer system servicing the logoff URL. The POST
operation may include the session key parameter returned by
the last successful login operation.

[0154] In one embodiment, when a logoff attempt is
received by a carrier, a computer system, such as NMD 105,
may return an HTML logoff response page including an
HTML comment string of the form “<!--error={error num-
ber}-->". For example, the error number may be defined
appropriately (e.g., O=successful logoff, 4=not logged in,
and 255=undefined system error).

[0155] According to one embodiment, when a session is
terminated in response to the expiration of a billing period,
the network provider may invalidate the session and emit a
RADIUS Acct-Request(STOP). If a client session is active
at the time of termination, the network provider may imme-
diately generate an Acct-Request(START). The Acct-Ses-
sion-Id for the new session may be assigned a substantially
unique value.

[0156] According one embodiment, a session expiration
may occur because the client has not generated any network
traffic for a defined “passive logout” interval, granted net-
work services may be terminated. For example, the user may
then receive the custom welcome page on the next attempt
to access any web page. The user may re-institute a network
connection as described previously.

[0157] In one embodiment, a user may get a stop record
with a session length of zero upon quickly disconnecting
after authorization. This connection may still be charged to
the user. In various embodiments, use of both a wired and a
wireless access point may generate separately chargeable
sessions.

[0158] According to one embodiment, in determining
authentication at 80, an Access-Request may not be
acknowledged by a matching Access-Accept or Access-
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Reject message within a predetermined amount of time
transpiring. In one instance, the user may not be granted
access to the service. In a second instance, the request may
be retransmitted to AAA server 710B. For example, an
authentication retransmit interval may have a minimum of
ten seconds and a maximum of twenty seconds, and the
authentication retry count may have a minimum of three and
a maximum of five.

[0159] According to one embodiment, the network pro-
vider may return particular values for Acct-Terminate-Cause
under conditions listed in Table 3.

TABLE 3
Condition Value  Value name
User logout 1 User request
Access link down 2 Lost carrier
Idle timeout 4 No activity
Max session time exceeded 5 Session terminated

at conclusion of
service billing period
Orderly shutdown of 7 Admin reboot
network provider access
point or following

unexpected system restart

[0160] Inwvarious embodiments, the network provider may
provide a periodic (e.g., monthly) invoice summarizing the
charges owed by each roaming partner. A billing period for
invoices may begin, for example, at midnight GMT on the
first day of each calendar month and may end immediately
before the beginning of the next billing period.

[0161] Whereas RADIUS AAA using PAP (Password
Authentication Protocol) is one method of providing authen-
tication information (e.g., the username and password), there
are other methods available in various embodiments. For
example, another industry standard method is RADIUS
AAA using CHAP (Challenge Handshake Authentication
Protocol). Interaction with CHAP is typically more complex
than PAP in that a “challenge” has to be presented and
accepted. This interaction can be accomplished in either a
web-based system or in a client-software-based system.

[0162] Invarious embodiments, in the case of a web-based
system, a CHAP challenge calculation may be performed by
the web browser using a “plug-in,” a web browser scripting
language such as JavaScript or ActiveX, or a pre-compiled
binary such as a Java Applet. Specifically, in the authenti-
cation steps, the following is one embodiment:

[0163] (1) The Login Webserver displays (via
HTTPS) a login page which requests a username and
password from the End User.

[0164] At this point, a “CHAP Challenge” is embedded
into the HTML page returned by the Login Webserver,
which will be used by JavaScript in the page to hash the
user’s password before transmission of the web form sub-
mission to the web server.

[0165] (2) The User fills-in the username/password
fields and clicks the form submission button. This
button results in a form submission via HTTPS to the
Login Webserver.

[0166] At this point, instead of directly submitting the
entered data, a JavaScript function may be used to hash the
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End User’s password using the “CHAP Challenge” embed-
ded in the HTML, or the JavaScript function itself, and
submit the hashed password instead of the plaintext pass-
word. This system and/or method may have an added
security advantage of the password never leaving the client
machine.

[0167] FIG. 5—Virtual Access Points and Virtual Points
of Presence

[0168] FIG. 5A-5B are block diagrams illustrating com-
munication of virtual access points with respective virtual
points of presence, according to various embodiments. In
some embodiments, AP 120 and NMD 105 may be located
at location 175, as shown in FIG. 5A. In various embodi-
ments, AP 120 may be located at location 175 while NMD
105 may not be located at location 175, as shown in FIG.
5B.

[0169] Various embodiments may enable a plurality of
carriers to utilize a common set of wireless or wired access
points at each location 175 to provide their respective
services to each carrier’s potentially non-overlapping sets of
subscribers. This allows use of a single network infrastruc-
ture at each location 175, which may minimally impact a
wireless spectrum available at a location 175 while allowing
a maximum possible number of carriers to offer access to
network services and/or other services.

[0170] In several embodiments, NCS 100 may service a
plurality of carriers. For example, one or more locations 175
of the retail entity may provide service to the plurality of
carriers (service to subscribers of each of the plurality of
carriers) through one or more APs 120. For instance, wire-
less AP 120 may be operable to use a first System ID for a
first carrier and operable to use a second System ID for a
second carrier. The System IDs for the first and second
carriers may be IEEE 802.11 Service Set Identifiers (SSIDs)
and/or Extended Service Set Identifiers (ESSIDs).

[0171] One or more of the wireless APs 120, NMD 105,
and/or MIB 150 may include software that enables wireless
APs 120 to accommodate or service users of a plurality of
different locations and/or different carriers. Thus, a wireless
AP 120 may be operable to appear as any one of a plurality
of different location wireless APs, meaning that a single
wireless AP may “pretend to be” or behave as an access
point dedicated to a particular location and/or carriers for
each of a plurality of different locations and/or carriers. In
other words, according to various embodiments, wireless AP
120 may execute one or more software programs that allow
it to act as a wireless AP or virtual AP (VAP) 125 for each
of the plurality of locations and/or carriers. These locations
may include locations 175C-175D shown in FIG. 3B. Thus,
a wireless AP 120 may be capable of broadcasting and/or
recognizing any of a plurality of system identifications
(SIDS) and maintaining associations between the SIDS and
the users of the respective locations and/or one or more
carriers. The identification information may be a System ID
(an IEEE 802.11 System ID), a MAC ID of a wireless
Ethernet device comprised in the PCD 110, the name of the
location or a name of a carrier, or other type of information
that identifies one or more locations and/or one or more
carriers providing network access. Where the wireless net-
work is wireless Ethernet (IEEE 802.11), the identification
information or System ID may include a SSID (Service Set
ID), an ESSID (Extended Service Set ID) and/or a BSSID
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(Basic Service Set ID), among others. For more information
on virtual access points, please see U.S. patent application
Ser. No. 09/767,374, referenced above.

[0172] In various embodiments, software and/or informa-
tion may enable NMD 105 to accommodate or service
subscribers of a plurality of different carriers. The software
and/or information may implement one or more virtual
points of presence. In one example, instead of using a
separate NMD for each carrier supported at a location 175,
NMD 105 may be operable to appear as a point of presence
to any one of a plurality of different carriers at location 175,
meaning that a single NMD may “pretend to be” or behave
as a point of presence dedicated to a particular carrier for
each of a plurality of different carriers. For instance, the
retail entity or the NSP may, itself, offer services at a
location 175. Software and/or information may implement a
default virtual point of presence. In a second example,
instead of using a separate NMD for the default virtual point
of presence at location 175, NMD 105 may be operable to
appear as a default virtual point of presence at location 175,
meaning that a single NMD may “pretend to be” or behave
as the default virtual point of presence dedicated to location
175. Software and/or information may enable NMD 105 to
accommodate or service employees and/or equipment of the
retail entity. Software and/or information may implement an
internal point of presence. In a third example, instead of
using a separate NMD for the internal point of presence at
location 175, NMD 105 may be operable to appear as the
internal point of presence at location 175, meaning that a
single NMD may “pretend to be” or behave as the internal
point of presence dedicated to location 1785.

[0173] In several embodiments, NMD 105 may include
software that enables it to behave appropriately for each of
a plurality of carriers, a default point of presence, and/or an
internal point of presence. For example, instead of imple-
menting a plurality of virtual points of presence, i.e., instead
of storing and executing a plurality of virtual carrier points,
the default point of presence, and/or the internal point of
presence of presence software program instantiations, a
single software instantiation may enable this operation. In
various embodiments, each virtual carrier point of presence,
the default point of presence, and/or the internal point of
presence may entail one or more software programs, and
each instantiation of a virtual carrier point of presence, the
default point of presence, and/or the internal point of pres-
ence may utilize a separate instantiation or replication of
these one or more software programs. In one embodiment,
a single instantiation of one or more software programs may
enable the physical point of presence or NMD 105 to behave
appropriately for each of a plurality of carriers, the default
point of presence, and/or the internal point of presence.

[0174] In various embodiments, wireless AP 120 may
include a plurality of virtual access points (VAPs) 125.
According to one embodiment, each VAP 125A-125D may
be, respectively, coupled to a virtual point of presence
(VPOP) 135A-135D, as shown in FIGS. 5A-5B. For
example, each VAP 125A-125C may be, respectively,
coupled to a carrier virtual point of presence (CVPOP)
135A-135C. In several embodiments, each VPOP 135 may
include customized functionality associated with one or
more systems and/or methods described above with regards
to FIG. 4. In one embodiment, each VPOP 135 may present
its own web page at 78 of FIG. 4. For instance, default
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virtual point of presence 135D may present a co-branded
web page at 78 of FIG. 4. In one example, the web page may
include one or more advertisements for one or more carrier
services available at location 175. In a second example, the
web page may be considered the main web page. In a third
example, the web page may include one or more links to one
or more CVPOPs 135A-135C.

[0175] In various embodiments, an employee of the retail
entity may access various corporate networks of the retail
entity, such as corporate network 101, and/or various equip-
ment of the retail entity, such as BODs 102, through the
internal point of presence. For instance, one or more BODs
102 such as cash registers and/or credit card debiting com-
puting devices may use one or more network services
available through the internal point of presence of NMD
105. An employee of the retail entity, such as a manager or
a person of the wait-staff, may use a PCD 110C to access one
or more food and/or beverage ordering systems through the
internal point of presence of NMD 105, for example.
According to one embodiment, a user of PCD 110C may
submit authentication information with regards to 79 of
FIG. 4. The authentication information may be transmitted
to a computer system of the retail entity which may deter-
mine authentication in 80 and provide an authentication
response to NMD 105. Program instructions implementing
internal point of presence 137 may determine if the authen-
tication response indicates whether or not the user of PCD
110C is authenticated, at 81. If the user is authenticated, the
user may be granted services that are authorized at 85. In
various embodiments, internal point of presence 137 may
provide policy based routing for communications with vari-
ous computer systems available within and outside NCS
100. If the user is not authenticated, the user may be denied
service, at 82.

[0176] In several embodiments, a VAP 125 may be
coupled to a CVPOP 135A, a default virtual point of
presence (DVPOP) 135D, or an internal virtual point of
presence (IVPOP) 137 through with one or more virtual
local area networks (VLANs) (IEEE 802.1q). For instance,
wireless AP 120 and NMD 105 may communicate using
tagged VLLANS. For example, VAP 125A may communicate
with CVPOP 135A using a first VLAN tag. VAP 125B may
communicate with CVPOP 135B using a second VLLAN tag.
VAP 125D may communicate with DVPOP 135D using a
third VLAN tag. VAP 125E may communicate with IVPOP
137 using a fourth VLLAN tag. In various embodiments,
wireless AP 120 may use a different VLAN tag to commu-
nicate information from each PCD 110 to NMD 105 where
each PCD 110 uses a different System ID (e.g., SSID and/or
ESSID, among others). In several embodiments, a PCD 110
may communicate with DVPOP 135D, IVPOP 137 and/or
CVPOP 135A using one or more secure systems and/or
methods.

[0177] In various embodiments, a VAP 125 may be
coupled to a CVPOP 135A, a DVPOP 135D, or an IVPOP
137 by one or more tunnels. In several embodiments, each
tunnel may use a different tunneling protocol. A tunneling
protocol may include point to point tunneling protocol
(PPTP), point to point over Ethernet (PPoE), general route
encapsulation (GRE), IPSec, and/or IP-in-IP, among others.

[0178] FIG. 6—Communication with Multiple Carriers

[0179] FIG. 6A-6B are block diagrams illustrating com-
munication with multiple carriers, according to various
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embodiments. In some embodiments, AP 120 and NMD 105
may be located at location 175, as shown in FIG. 6A. In
various embodiments, AP 120 may be located at location
175 while NMD 105 may not be located at location 175, as
shown in FIG. 6B. In some embodiment, wireless AP 120
may include VAP 125A, 1258, and 125E.

[0180] For example, a first carrier may include a name
such as “The Foobazco Telephone Company”. A PCD 110A
may use a SSID and/or ESSID of “Foobazco” to commu-
nicate with wireless AP 120. In one embodiment, PCD 110A
may use the SSID and/or ESSID of “Foobazco” to commu-
nicate with VAP 125A. For instance, this may indicate that
that the one or more PCDs 110 using the SSID and/or ESSID
of “Foobazco” to communicate with wireless AP 120 are
associated with the first carrier. In one embodiment, ¢le-
ments of NCS 100 may present CVPOP 135A to PCD 11A.

[0181] In various embodiments, the Foobazco Telephone
Company may compensate the NSP (e.g., pay the NSP a fee)
for wireless AP 120 to broadcast the SSID and/or ESSID of
“Foobazco”. Broadcasting the SSID and/or ESSID may
indicate that one or more services of the first carrier may be
available through wireless AP 120.

[0182] A second carrier may include a name such as “The
Wellcent Cellular Telephone Corporation”. A PCD 110B
may use a SSID and/or ESSID of “Wellcent” to communi-
cate with wireless AP 120. In one embodiment, PCD 110B
may use the SSID and/or ESSID of “Wellcent” to commu-
nicate with VAP 125B. For instance, this may indicate that
that the one or more PCDs 110 using the SSID and/or ESSID
of “Wellcent” to communicate with wireless AP 120 are
associated with the second carrier. In one embodiment,
elements of NCS 100 may present CVPOP 135B to PCD
110B.

[0183] In various embodiments, the Wellcent Cellular
Telephone Corporation may compensate the NSP (e.g., pay
the NSP a fee) for wireless AP 120 to broadcast the SSID
and/or ESSID of “Wellcent”. Broadcasting the SSID and/or
ESSID may indicate that one or more services of the second
carrier may be available through wireless AP 120.

[0184] In several embodiments, wireless AP 120 may
concurrently use the System IDs such as SSIDs and/or
ESSIDs of “Foobazco” and “Wellcent”, among others, to
communicate with one or more PCDs 110. In various
embodiments, wireless AP 120 may concurrently broadcast
“Foobazco” and “Wellcent”, among others.

[0185] FIG. 7—Service Through Multiple Carriers

[0186] FIG. 7 illustrates a flowchart of a customer or
subscriber of a first carrier using a first PCD, such as PCD
110A, at a location 175 of a retail entity and a customer or
subscriber of a second carrier using a second PCD, such as
PCD 110B, at location 175 of the retail entity, according to
various embodiments. For example, at 70A, PCD 110A may
use a SSID and/or ESSID of “Foobazco” to communicate
with AP 120. This may indicate the first carrier. PCD 110B
may use a SSID and/or ESSID of “Wellcent” to communi-
cate with AP 120, at 70B. This may indicate the second
carrier. It is noted that in various embodiments one or more
of the flowchart elements may be performed concurrently, in
a different order, or be omitted. Additional elements may be
performed as desired.
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[0187] At 75, usage by PCD 110A and/or PCD 110B or a
request for service from PCD 110A and/or PCD 110B may
be detected. Various embodiments may include various
systems and/or methods for detecting a usage and/or a
request for service. In one embodiment, PCD 110A and/or
PCD 110B may attempt to access one or more web servers.
At 77, information may be determined to send to a PCD 100.
The information may include various options which may be
based on a SSID and/or ESSID used to communicate with
wireless AP 120. According to one embodiment, determin-
ing information at 77 may include determining program
instructions to execute and/or data to transmit to a PCD 110.
For example PCD 110A may use VAP 125A, as discussed
above. At 77, program instructions associated with CVPOP
135A may be executed. PCD 10B may use VAP 125B, as
discussed above. At 77, program instructions associated with
CVPOP 135B may be executed.

[0188] In wvarious embodiments, the information may
include a web page. In several embodiments, the informa-
tion may include a redirect (e.g., a hypertext transfer pro-
tocol or HTTP 302 redirect) to the web page.

[0189] In various embodiments, determined information
may indicate that the web page presented to PCD 110A be
a web page associated with the first carrier. The web page
may include content such as advertisements and/or promo-
tions associated with the first carrier. The advertisements
and/or promotions may be based on a geographic location of
PCD 110A and/or wireless AP 120. In one embodiment, the
user of PCD 110A may be presented with specified content
and/or service through wireless AP 120 until the user is
authenticated. For example, before the user is authenticated,
the user may only have access to information associated
with the first carrier and/or location 175 of the retail entity.
For instance, the user may access one or more web pages
before he or she is authenticated. These web pages may be
considered a “walled-garden”. The walled-garden may
include information associated with an authentication pro-
cess or method that the user of PCD 110A may use. At 78A,
a first walled-garden or a portion of the first walled garden
may be transmitted to PCD 11 OA. In one embodiment, the
first walled-garden may be produced by program instruc-
tions included in CVPOP 135A.

[0190] In several embodiments, the user of PCD 110B
may be presented a second, different, walled-garden, at 78B.
For example, the second walled-garden may include infor-
mation and/or content associated with the second carrier. In
one embodiment, the second walled-garden may be pro-
duced by program instructions included in CVPOP 135B. In
various embodiments, the users of PCD 110A and PCD 10B
may proceed with method elements 79-95 with reference to
FIG. 4.

[0191] Wireless Access Point Usage of Multiple Channels

[0192] In various embodiments, wireless APs 120 may
concurrently use one of a plurality of different RF (radio
frequency) channels for communication with computing
devices of users. In one example, wireless AP 120 can use
one of RF channels 1 through 11. As is well known, RF
channels 1, 6 and 11 are non-overlapping, with the remain-
der of these channels being partially overlapping with other
channels. In a second example, wireless AP 120 may use one
or more channels in a first frequency band such as 2.4 GHz
and concurrently use one or more channels in a second
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frequency band such as 5 GHz. In one embodiment, chan-
nels in one frequency band may provide more bandwidth
than channels in another frequency band. The term “fre-
quency band” may be used to describe any range of con-
tiguous radio frequencies.

[0193] In several embodiments, each wireless AP 120 can
communicate on one or more, e.g. a plurality of or all of, the
available wireless channels, e.g., the available RF channels.
Furthermore, each of the wireless AP 120 may control which
channel PCD 110 is able to use. In one embodiment, each
PCD 110 may scan each of the RF channels until it detects
a wireless AP 120 at one of the channels.

[0194] In one embodiment, one or more of the wireless
APs 120 may each utilize a plurality of the RF channels, e.g.,
may use each of the non-overlapping channels 1, 6 and 11
to effectively provide up to three times the channel capacity.
Thus, one or more of the wireless APs 120 may be able to
control allocations of a plurality or all of the respective RF
channels to selectively obtain higher bandwidth when appro-
priate, or to simply accommodate a greater number of
computing devices 110. Thus, if wireless AP 120A using
only one RF channel could only handle fifty computing
devices 110 on that respective channel, the wireless AP 120A
may operate to use three non-overlapping RF channels to
effectively triple this capacity to a total of 150 concurrent or
simultaneous PCDs 110.

[0195] In one example, if wireless AP 120A is only
communicating with one PCD 110, then the wireless AP
120A may optionally or selectively use three non-overlap-
ping RF channels to produce effectively three times the
bandwidth for this communication. As additional PCDs 110
come into communication with the wireless AP 120A,
wireless AP 120A may selectively allocate different chan-
nels to different ones of these PCDs 110 as needed. Further,
if more than three computing devices are communicating
with wireless AP 120A, wireless AP 120A may partition one
or more of the respective channels for the respective PCDs
110, such as using wireless Ethernet Collision Sense Mul-
tiple Access/Collision Detection (CSMA/CD) or other mul-
tiple access schemes such as TDMA, FDMA, or CDMA,
among others.

[0196] In one embodiment, as described above with
respect to block 77, a wireless AP of the wireless APs
120A-120B operates to direct a computing device 110 to an
available channel, possibly based on one or more attributes
associated with the access code received from the computing
device 110. Thus the wireless AP, not the computing device,
may assign channels for communication. For example, wire-
less AP 120B may operate to direct a computing device 110
to an available communication channel (e.g., an RF channel)
based on the identification information, e.g., the System ID,
received from the computing device 110. The wireless AP
120B may also operate to direct PCD 110 to an available
communication channel based on other types of identifica-
tion or authentication information, or on the determined
access of the computing device. This allows wireless AP
120B to separate the communication traffic onto different
channels based on the network provider being used, or based
on the access or privilege level of computing device 110. For
example, wireless AP 120B may assign a computing device
110 a communication channel based on whether the com-
puting device 110 has access to private portions of the
network.
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[0197] Other Types of Entities

[0198] In various embodiments, other types of entities
may possibly participate in one or more systems and/or
methods described herein in lieu of or in addition to carriers.
These other types of entities may include any entity which
may have a group that may use services described above.
For example, a bank may offer services described herein at
one or more retail entity locations to its account holder
and/or credit card holders. For instance, a holder of a
MasterCard® or a specific MasterCard, such as offered by a
specific bank (e.g., MBNA or Capital One, among others),
may be allowed access at one or more retail entities by
submitting his or her MasterCard information. In various
examples, a college or university may offer services
described herein at one or more retail entity locations to its
students, professors, alumni, and/or staff; or an on-line
dating service may offer services described herein at one or
more retail entity locations to its subscribers; among other
types of entities.

[0199] Further modifications and alternative embodiments
of various aspects of the invention may be apparent to those
skilled in the art in view of this description. Accordingly, this
description is to be construed as illustrative only and is for
the purpose of teaching those skilled in the art the general
manner of carrying out the invention. It is to be understood
that the forms of the invention shown and described herein
are to be taken as embodiments. Elements and materials may
be substituted for those illustrated and described herein,
parts and processes may be reversed, and certain features of
the invention may be utilized independently, all as would be
apparent to one skilled in the art after having the benefit of
this description of the invention. Changes may be made in
the elements described herein without departing from the
spirit and scope of the invention as described in the follow-
ing claims.

What is claimed:
1. A method for providing wireless network services, the
method comprising:

providing a plurality of wireless access points at a plu-
rality of locations of at least one retail entity, wherein
the plurality of wireless access points are installed by a
wireless service provider; and

the wireless service provider receiving a first payment
from a first carrier entity for installation of the plurality
of wireless access points at the plurality of locations of
the at least one retail entity.

2. The method of claim 1, further comprising:

the wireless service provider storing information in a
computer system, wherein the information stored in the
computer system is associated with the first payment
from the first carrier to the wireless service provider.

3. The method of claim 1, further comprising:

a computer system operated by the first carrier entity
providing invoices to a plurality of users, wherein the
invoices charge for wireless access at any of the plu-
rality locations of the at least one retail entity.

4. The method of claim 3,

wherein the invoices charge for

(a) wireless access at any of a plurality locations of at
least one retail entity; and
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(b) at least one of local or long distance telephone
service.
5. The method of claim 3,

wherein the invoices charge for

(a) wireless access at any of a plurality locations of at
least one retail entity; and

(b) at least cable television service.
6. The method of claim 1, further comprising:

a portable computing device operated by a first user
communicating with a wireless access point at one of
said locations of the at least one retail entity;

determining if the first user is a subscriber of the first
carrier entity for wireless access at the plurality loca-
tions of the at least one retail entity; and

providing wireless access to the portable computing
device of the first user if the first user is a subscriber of
the carrier entity for wireless access at the plurality
locations of the at least one retail entity.

7. The method of claim 6, further comprising:

requesting payment from the first user if the first user is
not a subscriber of the carrier entity for wireless access
at the plurality locations of the at least one retail entity.
8. The method of claim 7, further comprising:

the portable computing device providing payment infor-
mation to a computer system operated by the first
carrier entity.

9. The method of claim 8,

wherein the payment information includes credit card
information.
10. The method of claim 1, further comprising:

a second carrier entity providing payment to the wireless
service provider for operation of the plurality of wire-
less access points at the plurality of locations of the at
least one retail entity; and

a computer system operated by the second carrier entity
providing invoices to a plurality of users, wherein the
invoices charge for wireless access at any of a plurality
locations of at least one retail entity.

11. A method for providing wireless network services, the

method comprising:

providing a plurality of wireless access points at a plu-
rality of locations of at least one retail entity, wherein
the plurality of wireless access points are installed by a
wireless service provider;

a first carrier entity providing a first payment to the
wireless service provider for installation of the plurality
of wireless access points at the plurality of locations of
the at least one retail entity; and

a computer system operated by the first carrier entity
providing invoices to a plurality of users, wherein the
invoices charge for wireless access at any of a plurality
locations of at least one retail entity.

12. The method of claim 11, further comprising:

a portable computing device operated by a first user
communicating with a wireless access point at one of
said locations of the at least one retail entity;
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determining if the first user is a subscriber of the first
carrier entity for wireless access at the plurality loca-
tions of the at least one retail entity; and

providing wireless access to the portable computing
device of the first user if the first user is a subscriber of
the carrier entity for wireless access at the plurality
locations of the at least one retail entity.

13. The method of claim 12, further comprising:

requesting payment from the first user if the first user is
not a subscriber of the carrier entity for wireless access
at the plurality locations of the at least one retail entity.
14. The method of claim 11, further comprising:

a second carrier entity providing payment to the wireless
service provider for operation of the plurality of wire-
less access points at the plurality of locations of the at
least one retail entity; and

a computer system operated by the second carrier entity
providing invoices to a plurality of users, wherein the
invoices charge for wireless access at any of a plurality
locations of at least one retail entity.

15. The method of claim 11,

wherein the first payment made by the carrier entity
substantially pays for the installation of the plurality of
wireless access points.

16. The method of claim 11,

wherein the carrier entity is a regional bell operating
company.
17. The method of claim 11,

wherein the invoices charge for

(a) wireless access at any of a plurality locations of at
least one retail entity; and

(b) at least one of local or long distance telephone
service

18. The method of claim 11,

wherein the first payment is based on the number of the
plurality of locations.

19. The method of claim 11,

wherein the plurality of locations comprise at least 100
locations spread across a large geographic area.
20. A method for providing wireless network services, the
method comprising:

providing a plurality of wireless access points at a plu-
rality of locations of at least one retail entity, wherein
the plurality of wireless access points are operated by
a wireless service provider;

a plurality of carrier entities providing payment to the
wireless service provider for operation of the plurality
of wireless access points at the plurality of locations of
the at least one retail entity; and

for each of the plurality of carrier entities, a computer
system operated by a respective carrier entity providing
invoices to a respective plurality of users, wherein the
invoices charge for wireless access at any of a plurality
locations of at least one retail entity.
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21. The method of claim 20, further comprising:

a portable computing device operated by a first user
communicating with a wireless access point at one of
said locations of the at least one retail entity; and

the wireless access point broadcasting a plurality of
system identifiers, wherein each of the system identi-
fiers corresponds to one of the carrier entities.
22. A method for providing wireless network services, the
method comprising:

providing a plurality of wireless access points at a plu-
rality of locations of at least one retail entity, wherein
the plurality of wireless access points are installed by a
wireless service provider, wherein at least a substantial
portion of the installation of the plurality of wireless
access points is paid for by a first carrier entity; and

a computer system operated by the first carrier entity
providing invoices to a plurality of users, wherein the
invoices charge for wireless access at any of a plurality
locations of at least one retail entity.

23. Asystem for providing wireless network services, the

system comprising:

a plurality of wireless access points located at a plurality
of locations of at least one retail entity, wherein the
plurality of wireless access points are installed by a
wireless service provider;

wherein a first carrier entity is operable to provide a first
payment to the wireless service provider for installation
of the plurality of wireless access points at the plurality
of locations of the at least one retail entity;

a computer system operated by the first carrier entity
which is operable to provide invoices to a plurality of
users, wherein the invoices charge for wireless access
at any of a plurality locations of at least one retail entity.

24. A method for providing wireless network services, the

method comprising:

providing a plurality of wireless access points at a plu-
rality of locations of at least one retail entity, wherein
the plurality of wireless access points are installed by a
wireless service provider;

a first carrier entity providing a first payment to the
wireless service provider for installation of the plurality
of wireless access points at the plurality of locations of
the at least one retail entity;

a portable computing device operated by a first user
communicating with a wireless access point at one of
said locations of the at least one retail entity; and

the first user paying an access fee to a computer system
operated by the first carrier entity.
25. The method of claim 24, further comprising:

determining if the first user is a subscriber of the first
carrier entity for wireless access at the plurality loca-
tions of the at least one retail entity; and

providing wireless access to the portable computing
device of the first user if the first user is a subscriber of
the carrier entity for wireless access at the plurality
locations of the at least one retail entity.
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26. A method for providing wireless network services, the
method comprising:

providing a plurality of wireless access points at a plu-
rality of locations of at least one retail entity, wherein
the plurality of wireless access points are installed by a
network service provider; and

configuring the plurality of wireless access points at the
plurality of locations of the at least one retail entity,
thereby allowing a plurality of subscribers of a first
carrier to use the plurality of wireless access points.
27. Amethod for providing wireless network services, the
method comprising:

providing a plurality of wireless access points at a plu-
rality of locations of at least one retail entity, wherein
the plurality of wireless access points are installed by a
network service provider; and

a first wireless access point of the a plurality of wireless
access points receiving system identification informa-
tion from a portable computing device, wherein the
system identification information indicates a carrier of
a plurality of possible carriers, wherein said first access
point includes a memory medium which stores a data
structure comprising a list of system identification
information entries each indicating at least one carrier
of the plurality of possible carriers;

determining the carrier for the portable computing device
after receiving the system identification information,
wherein said determining the carrier for the portable
computing device includes accessing the memory
medium and using the received system identification
information to determine the carrier;

determining one or more services of the carrier after
determining the carrier for the portable computing
device, wherein said determining the one or more
services of the carrier includes accessing a second
memory medium and using the determined carrier to
determine the one or more services of the carrier; and

providing the one or more services of the carrier deter-
mined in said determining one or more services of the
carrier to the portable computing device through the
first access point.

28. The method of claim 27,

wherein the system identification is an IEEE 802.11
system identification.

29. The method of claim 28,

wherein the IEEE 802.11 system identification is a service
set identifier (SSID).

30. The method of claim 28,

wherein the IEEE 802.11 system identification is a basic
service set identifier (BSSID).

31. The method of claim 28,

wherein the IEEE 802.11 system identification is an
extended service set identifier (ESSID).

32. The method of claim 27,

wherein the one or more services includes access to a
network;
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wherein the one or more services includes information
indicating an authentication process to acquire access
to the network;

the method further comprising:

the portable computing device transmitting authentica-
tion information to the first access point;

determining an authentication result based on whether
the authentication information is authenticated;

if the authentication result indicates the authentication
information is authenticated, providing access to the
network;

if the authentication result indicates the authentication
information is not authenticated, denying access to
the network.
33. The method of claim 32, wherein the authentication
information includes a username and password.
34. The method of claim 33, the method further compris-
ing:

wherein the username and password is associated with a
user account of a roaming partner of the determined
carrier;

the method further comprising:

transmitting the username and password to the roaming
partner,

wherein the roaming partner performs said determining
the authentication result.
35. The method of claim 32, wherein the authentication
information includes payment information.
36. The method of claim 35, wherein the payment infor-
mation includes credit card information.
37. The method of claim 36, further comprising:

the determined carrier debiting an account associated with
the credit card information.
38. The method of claim 32, wherein the authentication
information includes prepaid card information.
39. The method of claim 32, wherein the authentication
information includes access code information.
40. The method of claim 32,

wherein said transmitting authentication information
includes using a web browser to transmit the authen-
tication information.

41. The method of claim 32,

wherein said transmitting authentication information
includes using client software to transmit the authen-
tication information.

42. A network system, comprising:
a network;

a plurality of access points coupled to the network,
wherein the plurality of access points are distributed
among a plurality of locations of at least one retail
entity, wherein the plurality of wireless access points
are installed by a network service provider, wherein
each of the plurality of access points is operable to
communicate with a portable computing device,
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wherein each of the plurality of access points is con-
figured to receive system identification information
from the portable computing device indicating a carrier
of a plurality of possible carriers, wherein each of the
plurality of access points includes a memory medium
which stores a data structure, wherein the data structure
comprises a list of system identification information
entries and corresponding carriers, wherein each entry
indicates a respective carrier of the plurality of possible
carriers;

wherein each of the plurality of access points is operable
to determine the carrier indicated in the system iden-
tification information;

wherein, in determining the carrier for the portable com-
puting device, each of the plurality of access points is
operable to access the memory medium and use the
received system identification information to determine
the carrier;

wherein one or more services of the determined carrier are
provided to the portable computing device.
43. The network system of claim 42,

wherein the system identification is an IEEE 802.11
system identification.
44. The network system of claim 43,

wherein the IEEE 802.11 system identification is a service
set identifier (SSID).
45. The network system of claim 43,

wherein the IEEE 802.11 system identification is a basic
service set identifier (BSSID).
46. The network system of claim 43,

wherein the IEEE 802.11 system identification is an
extended service set identifier (ESSID).
47. The network system of claim 42,

wherein each access point is operable to broadcast a
plurality of system identifications.
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48. The network system of claim 42, further comprising:

a plurality of back office devices coupled to the network,
wherein each back office device is operated by the at
least one retail entity, wherein each location of the at
least one retail entity includes at least one back office
device.

49. The network system of claim 48, further comprising:
a credit card clearing house coupled to the network;

wherein a subset of the plurality of back office devices
coupled to the network are operable to read credit card
information and transmit the credit card information
through the network to the credit card clearing house.

50. The network system of claim 48,

wherein each of the plurality of office devices coupled to
the network communicate using at least a first virtual
local area network (VLAN) tag;

wherein each of the plurality of access points coupled to
the network communicate using at least a second
VLAN tag;

51. The network system of claim 42, wherein at least a
subset of the identification information entries each indicate
at least one virtual local area network (VLAN).

52. The network system of claim 51,

wherein each VLAN specifies a carrier.

53. The network system of claim 52, wherein the indi-
cated VLAN is used in providing the one or more services
of the determined carrier.

54. The network system of claim 42, wherein the network
is operable to support IEEE 802.1p.

55. The network system of claim 42, wherein the network
is operable to enforce a predefined quality of service metric
to a virtual port within the network.
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