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Implementation of a Quality of Service Feedback
Control Loop on Programmable Routers

Abstract— Current Diffserv architecture lacks mecha- ily on aggregate flows and differentiates between service
nisms for network path discovery with specific service per- classes rather than providing absolute per flow QoS mea-
formance. Our a.im iS to introduce an enhanced'DiﬁserV sures. lefserv networks Classrfy packets |nt0 one Of a
scheme utilizing a fegqpac_k loop to .gathe'r path information small number of aggregate flows or “classes”, based on the
and allow better flexibility in managing Diffserv flows. We Diffserv codepoint (DSCP) in the packet's IP header [3].

utilize state-of-the-art programmable routers that can hast ) . . .
the control loop operation without compromising their nor-  hile the aggregated behavior state of the Differentiated

mal routing and switching functionalities. Furthermore, the ~Services architecture does offer excellent scaling proper-
control feedback loop implemented on the control plane of ties, it does not guarantee end-to-end QoS for applications.
the router can selectively alter the behaviour of a specific By aggregation, the characteristics of individual flows are
data flow in real-time. lost and hence per-flow QoS requirements cannot be ob-
served without adding relevant mechanisms to DiffServ
|. INTRODUCTION architecture. The lack of end-to-end signaling facilities

“makes such an approach one that cannot operate in iso-
Over the years the Internet has been transformed if{gon within any environment [4].

a fundamental infrastructure that both businesses and in-There appears to be no sinale comprehensive service en
dividuals rely on. However, it is structurally fragmented. PP 9 P

. . Bwonment that possesses both service accuracy and scaling
into large, heterogeneous network domains controlled

different Internet Service Providers (ISPs). The provide Sopertles. A framework for RSVP/IntServ op_erahon over
) : Iffserv networks has been proposed to provide both scal-
have to rely on a complex collection of operational, man-

. . . ahility and end-to-end QoS [5]. For this integration frame-
agement methodologies and techniques in order to opve\zlr—rkt be realized mechanisms for conveving inform
ate their networks. In this increasingly competitive envfrO'K 10 D€ realized, mechanisms for conveying informa

L . . . tion about resource availability in a Diffserv network re-
ronment, it is important for service providers to exercise

. . o Jon to boundary routers and some form of signaling from
some active controls over their networks. It is importa y 9 9

N . ft e boundary to the client application must be developed.
for them to allow customization of network services to dif- . )
. Furrently there is no robust mechanism for network path

services on demand such as QoS (Quality of Service)q'gfcqvery with SPeC'f'C service perf_ormance attrlbut_es. No
Xisting mechanisms exist within either Intserv or Diffserv

their clients. In other words, a programmable network:

ing framework is desirable for service/network providerasmh'tedures to query the network for the potential to sup-

to manage their service/networks intelligently accordirPgort a specific service profile [4].

to the customers’ needs. The paper demonstrates that an intelligent quality of ser-
Until now the Internet only provides a single best eftice (Q0S) path discovery feedback loop, as proposed in
fort service without guaranteeing the timeliness or actd&€ €nhanced-DiffServ [6], can be implemented in a net-
delivery of data. Quality of Service (Qo0S) architectura&ork environment that includes programmable network el-
have been proposed but not deployed due to a fun@fpents. We will also demonstrate that the feedback infor-
mental problem: either the architecture is not scalable B@tion provided by the loop can be used to activate an
it does not guarantee end-to-end QoS. With IntServ [ﬂgtive servicg on a router to alter its behaviour in real-time
[2], the resource requirements for running per-flow r&n commercial routers.
source reservations on routers increase in direct proporThe paper is organized as follow: Section Il presents
tion to the number of separate reservations that needatprogrammable network element along with the software
be accommodated. The use of per-flow state and psoftware support for building and deploying network ser-
flow processing is thus not cost effective, or even feasiices dynamically. Section 2 briefly reviews our enhanced-
ble across the high-speed core of a network. On the otlEffServ architecture and describes our implementation of
hand, Diffserv [3] proposes a scalable service discrinthe control feedback loop on our programmable network
nation model without requiring any per-flow state marnestbed. Section IV presents an experiment in which we
agement in the core network. Diffserv focuses primagemonstrate how the control loop can activate an active
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service for changing the priority of a specific data flow Control Plane
with our programmable framework. Section V concludes
the paper with several directions for further research. ‘

Oplet Runtime Environment

User Services ‘

II. PROGRAMMABLE NETWORK

‘ Function Services ‘ Standard Services

Our QoS scheme relies on programmable elements [7]
of a network. A programmable network allows value- ‘ System Services (JFWD, JMIB) ‘
added services to be deployed across the network ef-
ficiently without degrading the overall network perfor-

mances [8]. Services can be dynamically injected into cer- Catpute Packets et Fiers
tain network elements by network administrators or auto-
matically on demand upon satisfying certain network con o Forwarding Plane Sata Fiow

ditions. The later case allows the programmable network
to respond quicker to changing network conditions thamg. 1. Oplet Runtime Environment organization in a typical
traditional networks. router

Although programmable network elements does not

seem to be readily available, many current commermalAt the heart of ORE is a set of APIs for controlling the

routers do in fac.t have programmable elements built ljBrwarding plane. Each service deployed in ORE is in
them. Examples include the Procke.t Pro/8812 router, a{h% form of encapsulated object called Oplet that is a self-
Intel IXP network_processors. In this paper we focus Yntained, downloadable unit. ORE provides a service hi-
another commercilal router from Nortel', the Passport. erarchy which separates services into four categories: Sys-
The Passport is an e_r_lterpnse series class of routperﬁh Standard, Function and User. "System Services” are
which offer programma_blllty, and yet does _not suffer fro%w level services that have direct access to the hardware
performance degradation in the forwarding of packe atures. An example is the forwarding service (JFWD),
This is achieved through customization of Applicaﬂoﬂ/hich provides APIs to alter the forwarding behaviour.
Specific Integrated Circuit (ASIC). The router arChiteCtu“%tandard Services” provide the ORE standard features
is essentially separated into two planes, the forwardiﬂgr managing service creation and deployment. "Function
plane and the control plane. The ASIC lies in the forwar%’ervices” -
ing plane and it offers th? ability is to to change the h_eadt%r rapidly create user-level services (often these are pro-
contgnts of packets at vylred speed (9-9- for use in D'ﬂsq/rl"éed by third-parties). Finally, the "User Services” are
marklng)  and to selectively filter certain packet_s and IC?°z§|f)plication—specific services create by the users. They are
sibly pass them to the control plane; all without Impactingiit on top of the services from the other three categories.
the S’_W'tCh speed of the router. The control plgne can ?:%Iamples of application services include collecting and
_the filters _at the forvyardlng plane to alter thelr forWardélnalyzing information regarding network conditions, and
ing behaviors or redirect and capture certain packets ecuting predefined actions such as setting new filters or

processing in the controll plane.In the Passport family 8F1anging the forwarding behaviors of flows once certain
routers there are two main model: the 8600 and the 11 eria were satisfied

series router, both of which have the programmable control
plane built in.

Within the control plane, there is an execution environ-
ment called the Oplet Runtime Environment (ORE) devel-
oped by the Openet project [9]. ORE is a Java runtime en-The basic idea of the control and discovery mechanism
vironment in which new network services can be deployél depicted in a schematic diagram in the middle (part b)
and run. It's implemented in Java because its aim is to bEFigure 2. For each DiffServ traffic class, the source
platform independent. Currently ORE can run on the Aedge router (SER) introduces a Resource Discovery (RD)
celar (an older series of routers from Nortel), and the Pagscket at a rate proportional to the traffic rate for that traf-
port within their control planes, or it can run on a Linuxic class destined to the destination edge router (DER). The
based router. Thus one can develop a new service/protdRDl packets contain a vector of QoS parameters as well as
on a separate Linux based testbed and be able to fully teeaffic parameters for the SED-DER pair. The first core
it before deploying it on the actual networks. The organieuter exercises an intelligent bandwidth allocation algo-
zation of ORE is illustrated in Figure 1 rithm to estimate the bandwidth fair share for this class

[1l. FEEDBACK CONTROL LOOP FORENHANCED
DIFFSERV
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based on the traffic parameters contained in the RD pacl

Control Packet Contral Looo
ets, and to determine the explicit QoS parameters it ca ) Corz Router LER
support. The core router then consults its QoS state fc “E
that DSCP class and modifies the parameters of the R EE (RE | OFE
packets it can support accordingly. In a lighter version, the Rl e ey B -
core routers only collect relevant statistics and update Qo e P EEEE LD -=f=== --1
parameters on the RD packets. The router then forwarc L] ]
the RD packets to the next router along the path. - "
Individud Flows Tezffic Padizt
Tefficzh

1 &5
mﬁ%ﬁm é}'gg‘i
1oL DR ety i Fig. 3. Implementation of the feedback control loop

Class
End Hos packets, process and analyze those RD packets that it re-

ceives, and forward them along the path (as is the require-
ment for core or DER routers).

A key issue with the implementation is the ability of
the ORE to capture and process RD packets at each router
\ on the transmission path. On the Passport 8600 router,

% QE P tadlon communication with the ORE is available only through

(b) Components of an End-to-End
QoS Loop

the management port which is kept separate from all other
ports for security reason. Packets can be sent from the
management port out to the network but it cannot receives
packets coming from the normal switching ports. To over-
come this restriction, we develop another oplet which of-
fers the ability to set “capturing” filter dynamically based
Fig. 2. Enhanced DiffServ Framework on a packet’s characteristics such as source, destination ad-
dresses, ports, protocols, and/or ToS field. Packets match-

When an RD packet arrives at the DER, that router colftd the said filters are captured from the forwarding plane
sults its QoS state (i.e. bandwidth, congestion conditiodld passed to the control plane for processing via a sys-
and modifies the parameters accordingly. The DER retuit@gn service oplet called JCapture. As a result, RD packets
the RD packet containing the maximum QoS capabili§an still be received by the RD oplet for processing by set-
that can be supported from the SER to DER. By doirftld the filter to specifically watch out for these RD pack-
so for each of the DSCP class, the SER discovers the @S A limitation with this technique is that the capturing
capabilities for this path. Armed with this feedback corfnéchanism does not operate at the same wire speed as the
trol mechanism for QoS path discovery, the SER will bgormal port switching. Consequently, it is not designed to
able to perform several QoS-related functions. For exaRfocess every single packet belonging to high bandwidth
ple, it may want to negotiate an appropriate QoS level figw. This is not a severe limitation however, since we
an application or it may perform local admission control Only utilize the capturing mechanism for RD control pack-

An implementation of the control loop mechanism i§ts whose rate is far less than the data rate.
done on the Nortel programmable routers, Passport 8600For the Passport 1100 router, the JCapture mechanism
8100, and Linux router utilizing the ORE that are deployed not fully implemented and a different work around is
on each type of routers. Figure 3 shows the deploymemdeded. Rather than using the JCapture system service to
of the feedback control service on ORE-enabled routarapture packet matching the RD filter, these packets are re-
which covers both edge routers as well as core routedirected to a dedicated Linux box connected to the router.
Note that there may be many core routers in the path frorhis dedicated Linux box runs the ORE environment and
SER to DER. acts as the control plane for the Passport 1100. The Linux

The basic idea behind the feedback control loop implbex can communicate with oplets in the router's ORE via
mentation is an RD oplet which is deployed at each routifire management port to gather router statistics and set or
on the transmission path. Its function is to generate RBmove filters to alter traffic behaviors as required.

() Resource Discovery Loop- Per
DiffServ Region
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Finally for standalone Linux router, the capturing mectbe losses experienced by both flows. This can be seen
anism is also available through the use of the pcap libradyring the initial period (0-35 sec) where both UDP flows
though the restriction on sending and receiving packetsfloctuate greatly. At time 33 sec, an RD control packet is
the ORE does not apply here. sent to the JDiffserv oplet residing in the ORE of the router
instructing it to give higher priority to Flow 2 with a traffic
profile of 78Mb/sec. and discarding any out of profile traf-

An important task of RD packets outside the gatheririgg. Immediately, we see that Flow 2 reaches its targeted
of network QoS path information is the ability to specifyraffic profile while Flow 1 is left with the remaining link
actions to dynamically alter the behaviour of traffic flowbandwidth. At time 100 sec, Flow 2 terminates and we
in real-time. This is referred to as active flow manipulatiosee that Flow 1 quickly utilizes the available bandwidth to
(AFM) [8]. To this end, we develop an oplet service, JDifftransmit at 80Mb/sec.
serv, that can set filters to dynamically match the requiredThe second experiment (Figure 5 b) looks at two com-
traffic flow to be altered. Similar to the filters for capturpeting TCP streams. Unlike UDP flows, TCP test stream
ing packets, these filters can match traffic flows based generated by Iperf does not have a targeted bandwidth but
common packet characteristics such as source, destinatiges to find the maximum available bandwidth. Due to the
addresses, ports range, protocol, and IP ToS field. TCP congestion control mechanism, both flows share the

For each filter, the oplet can define a Diffserv traffic prasame bandwidth during the initial period (0-32 sec). Once
file to apply to traffic flow(s) matching it. All the commonthe AFM is activated at time 31 sec through the use of an
Diffserv functions are supported. These include markii®D control packet to set a higher priority of Flow 2, the
traffic (admission marking), or re-marking traffic (condisame results as the UDP case can be seen.
tion marking) to specific Diffserv class, and policing traffic Finally we look at the case of a mixed UDP and TCP
according to their agreed traffic profile. Also supported flow. As before, the UDP flow is set to send at 80Mb/sec.
the ability to drop all packets from a flow matching the filbue to the congestion control mechanism of the TCP and
ter which is useful in situations such as a Denial of Servitiee inherent greediness of the UDP, we see that the TCP
attack. RD control packets can make use of the servicesfidw quickly loses out during the initial period (0-36 sec).
fered by the JDiffserv oplet to perform flow manipulatiodt time 35 sec, an RD packet was sent to give a higher
according the dynamic network information it gathered. priority to the TCP flow and this also quickly takes effect

To demonstrate the effectiveness of AFM, we deplayith the TCP flow quickly reaching its targeted traffic pro-
our oplets on a prototype system using the Passport 8608, Thus AFM can be used to shield badly behaved flows
and Linux routers. The layout for the network topologfrom well behaved ones.
is shown in Figure 4. There are two incoming flows both These experiments showed that our RD packets can be
destined to the same output link representing the congesatiedd to enable AFM dynamically with the desired results
link. We want to demonstrate that AFM can be activatetear instantaneously. Another key observation is that the
through the use of RD control packets which instruct tHeassport forwarding plane carries out the AFM identifica-
JDiffserv oplet to perform the required actions. In alion and action of packet flows at the wire-speed, with-
our experiments, we utilize the network measurement tamit obvious performance reduction. The reason is be-
Iperf [10] to generate the required traffic and measure tbause the control service does not require packet process-

IV. ACTIVE FLOW MANIPULATION

results. ing in the forwarding plane. The forwarding engine of the
Router network node processes and forwards packets as normal
RD Packet while the CPU executes the Java control code implement-
| ORE ing the AFM-based service. This application service indi-
m Bottleneck Link cates an immediate benefit of active detection of flows and
> dynamic adjustment of packet priorities on commercial-
grade routers.
V. CONCLUSION
Fig. 4. Experiment Layout In this paper, we presented an architecture for enhanced

Diffserv which utilizes a feedback control loop for QoS
In the first experiment (Figure 5 a), we look at two conpath discovery. This mechanism is lacking in the current
peting UDP flows which are both set to send at 80Mb/sdgiffserv framework. We showed that such a control loop
Since the outgoing link is limited to 100Mb/sec, there wikan be deployed on programmable routers by building a
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a) Competing UDP Flows
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b) Competing TCP Flows
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Fig. 5. Results demonstrating active flow manipulations for

various competing flows.

prototype, utilizing the Nortel Passport router and its pro-
grammable environment, ORE. The advantage of the pro-
grammable router is that the capturing and execution of
the control loop packets do not interfere with the switch-
ing performance of the router. Besides gathering network
path QoS, we demonstrated that the control loop can be
used to dynamically alter the flow of traffic. This active
flow manipulation (AFM) allows greater flexibility to ad-
ministrators in managing their networks. We showed that
AFM can be deployed and activated near instantaneously

on demand. New services can be develop and deployed
which will be activated on demand based on changing net-
work conditions without manual intervention. Our future
work focuses on utilizing QoS path information from the
control loop to perform fair admission control at the edge,

avoid congestion, and to provide end-to-end QoS negotia-
tion.
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