
R~~ ~~
~ ~ zs~~ z

~f .
~, f~:~. .

fay~'~~Y :`3.
tx.A~~i

•SY:

`~ v.`.:

:tS F~5 SJ• Y r~.y~NC

~R 

~...~ ' c4 y.~': w(

.~a ~,~ :.
~~ .Ex~r ~ L 33 'av`h.R : ~ 

Aar 
~i.Y;,~3's„"' ~, ~,.: ~~'

- <" • ~ 5~ Sf i :^,~iz~p~~5 
six' ykL ~~

5.. 
~" ~; 1 k-~ sz.,p p~y~

~' ~; :.~~

' .., L-.r .. ~...~4j~ 
'.I.e~

~...r. .. .. e,•:.,c~i~~~.~. `^3J~,: 'x`~a~:`q~~P. i'zA8'̀o-b.':r t:pt..: •'. r~~i.~

~z

~f "~' r~YW.g rS;.'.'4~~L.RSL' •^' Y(y'N~.z ~,iw"{x,~ ~ 3
`~'`~,~,:: ~t..>.~K~ %~~«n=z?~. rev.^.y- 

"»i~'x',,8~:`a5*'•~ x,~. "~^.a;.~s ̀ 'Vii. 
,~ 

SSA

.I~f<`,~,;~gg:3 zm. _ ~%#"~;ttt;tw~~.~:. "~v~`~3 ` F ';•', `:`~:^ : 
~%kr~azr ':

~:;;i%~c ~ '~z,',' ~ ~>.

yi ,~x ~~~
~~<,~':~.'<?:~~.a"~ F.. 

"'x;., :f ix ~" 
S:z lla~.inPY:',~'< 

.:~x_vx q''x~~„; ~3` z ~a ; >y< ,, .. ,<
,z.,~:: ::. ~ .>T.. Y.F ?R'

s ̀ :.~.,.
,., c .: ̀:i ~..s,• "~./~

..,,~a k~ ., .. .. .: ... .. .
~~',~~.

x ....

~:.~.. . 
.r.. s

.. ....~...:«~.y.. .. .: .., Y .. ~ ...... .... ... y~,

s.. .>.

a
~~.:

e~ a~. :..:
. ~: a::: ~: 

..r r.~;.i:~:,a.c,.: r:~¢,.T``:C::;eT.Y<3:'~..: .. ..::. ̀.,.. :.,..... ~ .F~ri3 h: ~.: ,.~.....:.:...'.: .. .x~~. ~fi "~` ~''
rrr.;<:..;ate.~x..:?c~;~.~,s~.a~,~,,,.,,.:;;...... 

....,,<:-:~~;~a'~:~5•r~g~~.s;:• ,.
...,..,:;re:.s~. .. ... .. ...... .. ~g,~~ y~

e..EC~~:~?S..;F<n.@.$,'.:,A,;.K:..a~..,..~..h... .. .. .. .. v:. ..a{.: tnk~ :.f. ~.'Kv ~dx.. .. .: ~ ..:.. .. ...... ....:::.:..... ... .... i:.:.::'~. ~'~'. .. .. .. ... ............x....:....._..,._.,._.........:,._.... ........... ~. ... .a .w ,.. ..': ~.'...::- ..,.. ......._......,.,..........€!E:..x»5'C~{:d3L'.~ a••~~ ,ta ...J.,svia.:~t'i i.

. K:;:

a
s s! 3

i~
~~ E n

q~ 3 ,S̀YL
C

e~~;

~i~~~

Y ~R F C ; ~,,,a,. 3#~q y~ . F -̀ Ck~ e;" ~- Y 
;°,~,,xu,,: bi°•~"°~'~L~'~~

:;zK~.~ ,.. 
~ E ~~a~i :~'wt.5~`,~ 

+r ~~' 
. ~ ~ A~e~'a~,~... 

~~d~~ ~r ~sesd~ r V \ ~ ' ~ ~;`k1~ .,

F ~:~ Z 
~"

;g ~i ~~~~, ~.F
fin;̀ "; `• ~:., yd

sw~ ~~ ~~ ~, his s

.A~ .
:~ ~ - ~• ~y~~ z3

°s.~ pfi~n"=."} ~ "a; ?:` r c ~; .r~~".` s ~7s

..a~~E°i~`: 
.s

ti .:,
~. ,

a::k~:.

#. p _ :, b .. Y.t.Qrt~'.y "vw.
~~

:. ' ~.e.r.p.

~i` L R` ~ ..Air'~ 5 ~. 
~ha .

F s ~ . v~rC.X .,
. i. •~~z.. wl.:~~s'~'

gyp CMS .. 
~~.. +~. 3~~ ~K` 

..$ S ::' 
x

x 3 Z

:~c ,... ~~ 
~ 

...

~,,~ n

... 9 ~ ~ ,~~. .:

~~ ~ ~ .,

:'~~'~~ #fir ~ s~ 
ra n ~,- ~S~zap w ~;.c'

ar~..~..: ..... _ .s ~. , _... , w.«aA,:.a x.: ?ti's ~:s°~ ..:z<c~. x.k z ...,...„..,~ .~ ~

i ~ o.

.~

s .

'~ ik

~;~ f

~ ,

E ~ Y 1

h
~~~

~., ~%. . ,

~;~E~E` .t...,

j

:.:.. .,.. 
~. .Y ~ .~:.:,:



The -IEEE 802.11 Handbook

A Designer's Companion

Authored by

$ Ob O'Ha~r'a

Al Petrick

Published by

Standards Information Network

IEEE Press
IEEE 

The Institute of Electrical and Electronics Engineers, Inc.

http: / / standards.ieee.org



Trader-narks and disclaimers

IEEE believes the information in this publication is accurate as of its publi-

cation date; such information is subject to change without notice. IEEE is
not responsible for any inadvertent errors.

Library of Cangress Cataloging-in-Publication Data

O'Hara, Bob, 1956-
The IEEE 802. I 1 handbook: a designer's companion / authored bzJ

Bob O'Hara and AZ Petrick.
p. cm.

ISBN 0-7381-1855-9 (pc~perback : alk. paper) ISSN 0-7381-1857-5 (pd~

1. Local Area Networks (Computer networks}—Standards. 2. Wireless

communication systems. I Petrick, AZ, 1957- II. Title.

TK5105.7 037 1999
621.382'1—dc2l 9 9-05 78 8 7

CIP

The Institute of Electrical ar~.d Electronics Engineers, Inc.

3 Park Avenue, New York, NY, I OD16-5997, USA

Copyright O' 1999 by the Institute of Electrical and Electronics Engineers, Inc.
All rights reserved. Published December 1999..Printed in the United States of

America.

No part of this publication may be reproduced in and form, in an electronic
retrieval system or otherwise, without the prior written permission of the
publisher.

ii The IEEE 802.11 Handbook: A Designer's Companion



IEEE PRE5S/Standards Information Network (SIN) pub
lications are not

consensus documents. Infornzrztion contained in this 
and other works ha,s

been obtained from. sources believed to be reliable, an
d reviewed by credi-

ble members of IEEE Technical Societies, 5`tandards
 Committees and/or

Working Groups, and/or relevant technical organizations.
 Neither the IEEE

nor its authors guarantee the accuracy or compdeterress of a
ny information

published herein, and neither the IEEE nor its authors sh
all be responsible

for any errors, omissions, or damages arising out of use 
of this information.

Likewise,. while the author and publisher believe that th
e infor-

rnation and guidance given in this work serve as an enha
ncement to users,

all parties must rely upon their own skiZP and judgement when
 making use

of it. Neither the author .nor the publisher assumes any lia
bility to anyone

for any Zoss or damage caused bzJ any error or omissio
n in the work,

whether such error ar omission is the result of neglige
nce or any other

cause. Any and all such liability is disclaimed.

This work is published with the understanding that the IEEE
 and

its authors are supplying information through this publicatio
n, not attempt-

ing to render engineering or other professional services. df
 such services are

required, the assistance of an appropriate profession
al should be sought.

the IEEE is not responsible for the statements and opinion
s advanced in

this publication.

Review Policy

The information contained in IEEE Press/Standards Info
rmation Net-

work publications is r-eviezued and evaluated by peer rev
iewers of relevant IEEE

Technical Societies, Standards Committees and/or Working 
Groups, and/or rele-

vant technical organizations. The authors addressed all of the
 reviewers' com-

ments Eo the satisfaction of both the IEEE Standards Inform
ation Network and

those who served as peer reviewers for this document.

The qualitz~ of the presentation of information contained in 
this publi-

cation reflects not only the obvious ef~j'~orts of the authors, b
ut also the work of

these peer reviewers. The IEEE l~-ess acknowledges with apprec
iation their ded-

ication and contribution of time and effort on behalf of the
 IEEE.

To order IEEE Press publications, call 1-800-678-IEEE.

Print: ISBN D-7381-1855-9 SP1118

PDF: ISBN 0-7381-1857-5 SS1118

See other standards and standards-related product listings at:

http: // standards. ieee. org/

The IEEE 802.11 Handbook: A Designer's Companion iii



For teaching me that a little hard work never hurt anyone
 and for being

there evexy time I have needed them, I dedicate this boo
k to my parents,

fob and Shirley.

- Bob O'Hara

To my parents, Albert and Marge, who have provided me w
ith loving

care an~i taught me the values of life. Also, to my wife and b
est friend,

Patricia, for her loving support, understanding, and patience
 throughout

the writing process, for which I'rn forever grateful.

Al Petrick

iv The IEEE 802.11 Handbook: A Designer's Companion



Acknowledgment

We wrote this book as a guide' for those who will implement interoperable
IEEE 802.11 2.4 GHz and 5 GHz wireless LAN (WEAN) products. We were
fortunate enough to be part of the IEEE 802.11 Working Group for the past
7 years as chairs and active participants. We would like to thank all of our engi-
neering colleagues who -have worked so passionately in the development of the
IEEE 802.11 2.4 GHz and 5 GHz WEAN standards and to those who have
inspired us to undertake the writing of this book. It gives us great pleasure to
have worked with some of the finest, and most creative and innovative engineer-
ing professionals in the standards-setting process.

We would like to thank the external reviewers who have commented on the.
material throughout the process. Their evaluation of the technical content of the
handbook has helped us clarify our thinking and make sure we included topics
that were core to the physical layer, MAC layer, and for practical system imple-
mentations. The reviewers' names and affiliations are listed below.

Naftali Chayat, BreezeCom

Darwin Engwer, Nortel Networks

Ian Gifford, M/A-COM, an AMP Division

Migdat Hodzic, Cadence Design Systems

Gregory Rawlins, Signal Technologies, Inc.

Matt Shoemake, Alantro Communications

Pradeep K. Singh, MIL 3, Inc.

Mark Webster, Intersil Corporation

end finally, we want to thank Yvette Ho Sang and the editorial team at IEEE
Press for guiding us throughout the writing process.

I:~.•

Al Petrick

The IEEE 802.11 Handbook: A Designer's Companion v



About the Authors

Bob O'Hara is the president and founder
 of Informed Technology, Inc., a com

-

pany that specializes in strategic, technol
ogy, and network consulting. He is

actively involved in the development o
f networking, telecommunications, and

computing standards and products. His ar
eas of expertise are: network and com-

munication protocols and their implemen
tation; operating systems, system, spec-

ification and integration, standards development, cryptography and its

application, strategy development, and 
product definition. Mr. O'Hara has been

involved with the development of the I
EEE 802.11 WLAN standard since 1992

.

He is the technical editor of that standar
d and chairman of the revisions and reg-

ulatory extensions. task groups.

Prior to starting Informed Technology, 
Mr. O'Hara worked for Advanced Micr

o

Devices in both senior engineering a
nd management positions for the I/O a

nd

Network Products Division and in the Ad
vanced Development Lab, as well as

engineering positions at Fairchild Space and Communicatio
ns and TRW

Defense and Space Systems Group. He 
Graduated with a BSEE from the Uni-

versity of Maryland in 1978.

Al Petrick is L7irector of Marketing and B
usiness Development at ParkerVision

for the wireless product line. Mr. Petrick's
 experience includes over 20 years of

combined marketing and systems engineer
ing in wireless communications with

emphasis on semiconductor technology. Pr
ior to ParkerVision, Mr. Petrick held

senior management marketing and busines
s development positions at Intersil

Semiconductop. E-Ie successfully pioneere
d semiconductor technology for the

V6jLAN market from inception through 
announcement. Mr. Petrick serves as

Vice-Chair of the IEEE 802.11 WLAN stan
dards committee. Mr. Petrick pub-

lishecl various marketing end technical pape
rs on wireless communications and

is a distinguished writer with leading w
ireless trade journals and market and

financial analysts. Mr. Petrick holds a SET from Kochester Institute of Tech-

nology, Rochester, New York and an MB
A from Rollins College, Winter Park,

k lorida. He also studied business-strate
gies at Northwestern University Kellogg

Graduate School of Management.

vi The IEEE 802.11 Handbook: A Designer's 
Corr~cpanion



Foreword.

Since the publication of the IEEE 802.11 V61LAN standard, many equipment

manufacturers have entered the market with interoperable WLAN systems. In

September 1999, the IEEE-SA Standards Board approved the 2.4 GHz, 11 Mhps

802.1 l b and 5 GHz, 54 Mbps 802.1 l a extensions. However, standards are writ-

ten as specifications for interoperable products and not as handbooks f
or obtain-

ing athorough understanding of the protocol. It is impossible to include
 in the

standards all the reasons for decisions taken to get the standard ratified
.

The only people who could write a handbook with. the qualities I have i
n mind

are those that have followed the standards process from the beginning.
 I applaud

Bob O'I-~ara and Al Petrick for taking on the task of writing this handbook. Bob

and Al have been very instrumental throughout the develop
ment of the

IEEE 802.11 standard and are recognized for their contributions and techn
ical

leadership. This book is a first-of-a-kind and provides a perfect balance o
f inror-

mation for embracing the physical and MAC layers of the standard.

I expect The- IEEE 802.1'1 Handbook: A Designer's Companion 
to become a

standard reference for every WLAN systems engineer and anticipate the
 reader

will find this text extremely useful.

Vic Hayes
Chairman, IEEE P802.11, Standards WG for Wireless LANs

Lucent Technologies Nederland B. V.

Zadelstede 1-10

The Netherlands
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Preface

This book from Bob and Al is very timely. Wireless LANs are 
exploding in pop-

ularity. The WLAN industry is taking off and expanding beyond its vert
ical

niche market roots. One of the key drivers of this new market expan
sion for

WLANs is the IEEE 802. Z 1 standard. Simply having a WLAN stand
ard was not

enough to spark the industry. IEEE 802.11 has been around since
 June of 1997.

The IEEE 802.11b High-Rate Physical Layer extension enabled us t
o deliver 11

Mbps and products conforming to that standard have been shipping 
for a while.

Wireless LANs have finally hit the right price and performance to
 appeal to a

broader market. Breaking the 10 Mbps barrier makes IEEE 802.11 LAN
s

appealing for enterprise applications. Home networking is becoming 
more pop-

~~t<~i-, a~~~i L,ANs are an attractive option. By the time you read this, you will be

=. ~-~, t~ ~~u~e.hase an IEEE 802.11-compliant, 11 Mbps consumer WLAN a
dapter

~c~;- ~~~} ~~- 1~ess. Wireless LANs are ready for prime time and IEEE 802.11 made

it ha~}~~c~.

'~~~~~ I,~E ~~2.11 standard represents many years of work from a global
 team of

engineers. One of the challenges of developing the IEEE 802.11 sta
ndard was

bringing together experts from two different disciplines —analog radio de
sign

and network protocol design. We had many arguments about whethe
r this is a

radio standard or a network standard. Very clearly, IEEE 802.11 is a ne
twork

standard. That is the whole point. Because IEEE 802.11 fits into the IEEE
 802

framework, systems conforming to the standard can be added to existing net-

works transparently. IEEE 802.11 WLANs will support the network protoc
ols

and applications that were developed for the other IEEE 802 LAN standar
ds

over the past 25 years. So IEEE 802.11 is a network standard that happens 
to

have a radio physical layer. This book benefits from the fact that Bob and A
l are

experts in both of these disciplines. They have a deep understanding of the
.

material gained through their many years of contribution to the standard.
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The standard was over 400 pages when initially published, and recently two new

physical layer extensions were added. Bob and Al help the reader navigate

through the complexity of the standard and focus on the core issues. This book is

a great guide to the standard for anyone developing IEEE 802.11 products or

those simply wanting to gain a better understanding of the standard.

Enjoy!

Phil Belanger
Chairman of the Wireless Ethernet Compatibility Alliance, www.~~-fi.corn

Co-Author of the DFZ]VMAC protocol, the proposal that was used ~.s the b~s~s

for the IEEE 802.11 MAC

-- _ __
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Introduction

A number of books have been written. in the last several years on the. topic of

~1VI1ANs. ~JVhy is it necessary to bring another one to your shelves? We believe

t~~~t,, ~a~.~~a ~l~a~ advent of the IEEE 802.11 standard for WLANs, the consolidation

~i' t~~~. ti~'~_,A.:~ market will commence. Therefore; it is important that WLAN

~i~.~~gt~ex•s, ~~~~work planners and administrators, and users understand the opera-

t~~z~ a~ad a~~~lication of IEEE 802.11. This handbook will provide the detail

~-ec~~ir~c~ t~ attain that understanding.

tiVith the advent of IEEE 802.11 WLANs, an era of multivendor product compe-

tition and innovation has begun, similar to that begun by the adoption of the

IEEE 802.3 standard. This era is closing the door on proprietary WLANs that

have seen limited acceptance, mostly in vertical applications such as warehous-

ing, inventory control, and retail. The goal of the IEEE 802.11 Working Group

was to define a complete WLAN system that would allow the use of WLANs in

all application areas, including the typical horizontal application of corporate

LANs, where wired LANs are found today. It is our belief that the working

group has been successful in reaching this goal.

There are two major components of the WLAN described by IEEE 802.11, the

mobile station and the access point (AP). Going well beyond what other IEEE

802 standards have done in the past, IEEE 802.11 defines a complete manage-

ment protocol between the rriobile station and AP. This management protocol

makes it possible for a single IEEE 802.11 WLAN to comprise equipment from

many vendors, marking true multivendor interoperability.

There is a huge amount of information in the IEEE 802.11 standard and its

extensions. Finding the information required in a short time can be challenging.

To help meet the challenge, a mapping between the information in the standards

and that presented in this handbook is given here. IEEE standards are divided

into clauses and annexes. Information in the standard is referred to by the clause

and annex in which it is found. 'I his book is divided into chapters. Information

in this book is referred to by the chapter in which it is found.

Clauses 1 through 4 of the standard contain a brief overview of the standard,

other references that are required to implement the standard, definitions of

terms, and the abbreviations and acronyms used in the standard. This informa-

tion corresponds to the Introduction and abbreviations in this handbook.
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