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ABSTRACT

(57)

An apparatus and method of configuring a first network
device that is a part of a subnet ascertains configuration data
from packets in a subnet having configuration dat. More
particularly, the packets, which are transmitted by a second
network device in the subnet, first are retrieved and then
parsed to ascertain the configuration data. At least a portion
of the configuration data is stored in a configuration database. In addition, at least one datum from the configuration
data is processed to produce additional configuration data
that also is stored in the configuration database. The first
network device consequently operates in accord with the
data in the configuration database.
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APPARATUS AND METHOD OF
CONFIGURING A NETWORK DEVICE

2

is a part of a subnet ascertains configuration data from
packets in a subnet having configuration data. More
particularly, the packets, which are transmitted by a second
CROSS REFERENCE TO RELATED
network device in the subnet, first are retrieved and then
APPLICATIONS
5 parsed to ascertain the configuration data. At least a portion
U.S. patent application entitled, "SYSTEM, DEVICE,
of the configuration data is stored in a configuration dataAND ME1HOD FOR DETERMINING A PROTOCOL
base. In addition, at least one datum from the configuration
ADDRESS AND SUBNET MASK FOR A NETWORK
data is utilized to produce additional configuration data that
DEVICE IN A COMMUNICATION NETWORK", filed on
also is stored in the configuration database. The first network
even date herewith and identified by U.S. application Ser.
device consequently operates in accord with the data in the
10
No. 09/408,386, the disclosure of which is incorporated
configuration database.
herein, in its entirety, by reference; and U.S. patent appliIn preferred embodiments, the subnet is a local area
cation entitled, "METHODS FOR AUTO-CONFIGURING
network having a plurality of other network devices in
A ROUTER ON AN IP SUBNET", filed on even date
addition to the second network device. The retrieved packets
herewith and identified by U.S. application Ser. No. 09/407,
may be transmitted in accord with an inter-router protocol,
15
915, the disclosure of which is incorporated herein, in its
and may be control packets or data packets. Instead of or in
entirety, by reference.
addition to message data, the retrieved packets also may
have configuration data relating to the inter-router protocol.
FIELD OF THE INVENTION
The retrieved packets may have a destination field with a
The invention generally relates to networks and, more
destination address. Accordingly, the first network device
particularly, the invention relates to configuring a network 20
sets an interface to have the destination address and/or port
device that is a member of a subnet.
number. The subnet may be coupled with a network.
BACKGROUND OF THE INVENTION
In accordance with another aspect of the invention, an
apparatus and method of configuring a first network device
The task of configuring network devices is becoming
increasingly burdensome on overworked computer admin- 25 that is a part of a subnet first retrieves packets with configuration data. The retrieved packets are transmitted by a
istrative staffs. As the size of individual networks grow, the
second network device that also is a part of the subnet. The
complexity of their configuration and management
retrieved packets are parsed to ascertain the configuration
increases. Moreover, with the addition of new networks,
data, at least one datum of which being utilized to produce
new protocols, and new services, the already difficult task of
configuring and managing a network can become over- 30 additional configuration data. The configuration data and
additional configuration data are utilized to control the
whelming.
operation
of the first network device.
The difficulties of network management arise from many
In accordance with still another aspect of the invention, a
sources. First, configuring a network device is a labor
method of configuring a first network device that is a part of
intensive process that requires training. Specifically, current
configuration methods require an administrator to initiate 35 a subnet first transmits packets having configuration data
from a second network device to the first network device. In
and perform the actual configuration before the network
preferred embodiments, the second network device is a
device can become a functional part of the network. In
member of the subnet. The packet traffic in the subnet is
addition, when a network device must be reconfigured due
monitored to retrieve the packets. The retrieved packets then
to network growth or change, an administrator again must be
personally involved to execute the reconfiguration process. 40 are parsed to ascertain the configuration data. At least a
portion of the configuration data parsed from the retrieved
Second, configuration is more complicated in the current
packets is stored in a configuration database. At least one
multi-vendor network environment where there is no single
datum of the configuration data is utilized to produce
standard configuration method for every network device.
additional configuration data, which also is stored in the
Specifically, there are many possible ways to configure
network devices, such as by using SNMP, command line 45 configuration database. The first network device therefore
operates in accord with the data in the configuration datainterfaces, and configuration files using FTP. In fact, the
base.
preferred method of configuring a single type of network
Preferred embodiments of the invention are implemented
device frequently varies from vendor to vendor. Recently,
as a computer program product having a computer usable
this problem has become worse by the increased number of
acquisitions in the network industry. For example, an 50 medium with computer readable program code thereon. The
computer readable code may be read and utilized by the
acquired company's products often are configured differcomputer system in accordance with conventional proently than its acquiring vendor's existing products.
cesses.
Accordingly, even within a single vendor's product line, it
often is necessary to support multiple configuration methBRIEF DESCRIPTION OF THE DRAWINGS
55
ods.
The foregoing and advantages of the invention will be
Finally, the process of configuring a network device is
appreciated more fully from the following further descripprone to error and difficult to debug. While some configution thereof with reference to the accompanying drawings
ration tools are beginning to become available, most curwherein:
rently available tools do little or no semantic and/or consisFIG. 1 schematically shows an exemplary network
tency checking between related configuration options. As a 60
arrangement in which preferred embodiments of the invenconsequence, overworked and understaffed network admintion may be implemented.
istration departments often perform the error and consisFIG. 2 schematically shows an unconfigured router contency checking.
figured to monitor network traffic transmitted by a configSUMMARY OF THE INVENTION
65 ured router.
FIG. 3 shows a preferred process of configuring a given
In accordance with one aspect of the invention, an apparatus and method of configuring a first network device that
router that is added to a given subnet.
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FIG. 4 shows a preferred process of passively retrieving
configuration data from monitored packet traffic.
FIG. 5 shows a preferred process of actively retrieving
configuration data relating to a given subnet shown in FIG.
1.
FIG. 6 shows a preferred process of configuring a given
router based upon configuration data in a configuration
database.

4

in the art should appreciate that various steps in this process
can be executed in a different order than that shown. The
process preferably is executed each time a new, unconfigured router 14 is to be added to the given subnet 12.
5
The process begins at step 300 in which the given router
14 passively retrieves configuration data from the given
subnet 12. To that end, FIG. 4 shows a preferred process of
passively retrieving such data. The process begins at step
400 in which the destination address and port of various
DESCRIPTION OF PREFERRED
10 packets having configuration data is ascertained in accord
EMBODIMENTS
with conventional processes. For example, when utilized
with the RIP protocol, a multicast address designated to
FIG. 1 schematically shows an exemplary network 10 in
receive control packets is determined from a published
which preferred embodiments of the invention may be
source. Accordingly, once this address is determined, an
implemented. More particularly, the network 10 includes a
plurality of interconnected subnets 12 that each include one 15 interface and port on the given router 14 are set to be that
address and port to receive such packets (step 402). In
or more routers 14. Each subnet 12, for example, may be a
alternative embodiments, all subnet packets are retrieved.
local area network interconnecting a plurality of client
All received packets then are filtered to determine which
computers (not shown) via their respective routers 14. The
packets include data for configuring the given router 14
network 10 also includes a network manager server
("manager server 16") for use by a network administrator to 20 Once received, the packets are parsed, in accord with
conventional processes, to determine the configuration data
manage the operation of the network 10. Although not
(step 404). The configuration data may be stored in the
shown, the network 10 may be in communication with other
configuration database 22 for subsequent use in configuring
networks, such as the Internet.
the given router 14. This process of retrieving packets may
The routers 14 may be any conventional router, such as an
25 be referred to herein as "snooping" packets, or as "moniACCELAR TM router (manufactured by Nortel Networks
toring" traffic on the given subnet 12.
Corporation of Montreal, Quebec, Canada) that includes the
Retrieved packets include a multitude of useful configulogic described herein to be self-configuring. In accordance
ration data that may be utilized to configure the given
with preferred embodiments of the invention and as discussed in greater detail below, each router 14 therefore is 30 network device. For example, parsing a packet transmitted
in accord with the RIP protocol can produce at least the
capable of monitoring traffic in its local subnet 12 and, based
following
information:
upon the monitored traffic, configuring itself to successfully
which other routers 14 in the subnet 12 are executing RIP;
communicate with the other routers 14. In some
the version of RIP utilized by the other routers 14; and
embodiments, a given router 14 may be a member of more
than one subnet 12. The manager server 16 may be any 35
the ports or interfaces that are coupled to routers 14
server configured to administer a network with a network
executing RIP.
configuration system, such as the OPTIVITY™ network
As a further example, parsing a packet transmitted in
configuration system, also available from Nortel Networks
accord with the OSPF protocol can produce at least the
Corporation. In preferred embodiments, the manager server
following information:
16 can communicate with any network device in the network 40
which other routers 14 in the subnet 12 are executing
10.
OSPF; and
FIG. 2 schematically shows an unconfigured router 14
the ports or interfaces that are coupled to routers 14
having the preferred logic to monitor network traffic transexecuting OSPF;
mitted by an already configured router 14. The configured
the Internet Protocol subnet mask for the given subnet 12;
router 14 includes memory 17 for storing configuration data 45
the OSPF area in use by other routers 14; and
relating to the subnet 12. The unconfigured router 14 prefthe
OSPF timers in use by the other routers 14.
erably includes an interface 18 that couples with the subnet
In a similar manner, packets received from modules 26
12, which is transmitting data packets. The data packets may
executing other protocols, such as DHCP (Dynamic Host
include message data (e.g., data packets), control data (e.g.,
control packets), or any other type of data transported by 50 Configuration Protocol), VRRP (Virtual Router Redundancy
Protocol) MLT (multi-link trunking) and VLAN (virtual
packets. In addition, the unconfigured router 14 also
local area network) also include relevant configuration data.
includes, among other things, a configuration database 22
In the case of a VLAN packet, for example, tags appended
for storing configuration data parsed and processed from
or prepended to the packets are parsed to ascertain the
monitored packets, a configuration module 24 for configuring the given router 14 in accord with the data in the 55 relevant configuration data. It should be noted that discussion of specific protocols is by example only and should not
configuration database 22, and a plurality of inter-router
be construed as a limitation of preferred embodiments of the
protocol modules 26 for communicating with other routers
invention.
14. The inter-router protocol modules 26 may support any
In preferred embodiments, packets are snooped regardless
well known protocol, such as the Routing Information
Protocol ("RIP") and the Open Shortest Path First protocol 60 of:
1. The VLAN tag on any given packet;
("OSPF"). Of course, other protocols not shown also may be
supported with other protocol modules 26. As shown in the
2. Whether the protocol module 26 on the given router 14
figure, packets are transmitted from the configured router 14
is actually enabled; and
across the bus 20.
3. The state of the spanning tree on the port.
FIG. 3 shows a preferred process of configuring a given 65
Returning to step 300 in FIG. 3, it should be noted that
some data cannot be retrieved passively. Accordingly, the
router 14 that is added to a given subnet 12. In a manner
given router 14 often actively retrieves configuration data
similar to the processes shown in other figures, those skilled
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from other network devices in the given subnet 12 (step
default router 14 for the given router 14 in the given subnet
302). To that end, FIG. 5 shows a preferred process of
12 may be designated. In particular, as known by those
actively retrieving configuration data. More particularly, the
skilled in the art, a default router 14 is the router 14 through
process in FIG. 5 includes two subprocesses executing
which packets destined for another subnet 12 are transmitsimultaneously. In alternative embodiments, the two sub- 5 ted. Some subnets 12, however, may include two or more
processes execute consecutively. Each subprocess will be
default routers 14. Accordingly, in preferred embodiments,
discussed below.
the given router 14 determines which of the default routers
The first subprocess in FIG. 5 begins at step 500A in
14 that it is to use. In preferred embodiments, the default
which an advertisement from another router 14 in the given
router 14 having the shortest route to the given router 14 is
subnet 12 is received by the given router 14. Accordingly, in 10 designated for the given router 14 in the given subnet 12
since its use is most efficient.
preferred embodiments, a router 14 transmitting an advertisement is preconfigured to transmit specified data via the
Once the configuration data is parsed and/or generated
advertisement. In preferred embodiments, the information in
from all sources (i.e., steps 300, 302, and 304 above), then
an advertisement includes, among other things:
the process continues to step 306 in which the configuration
15 data is stored in the configuration database 22 on the given
VLAN identifiers;
router 14. As suggested above, depending upon the type of
STG (spanning tree group) identifiers;
configuration data, any configuration data could be stored in
VLAN/STG associations;
the configuration database 22 immediately upon receipt,
VLAN types;
and/or be utilized immediately upon receipt.
Subnet mask;
20
The process then continues to step 308 in which the given
Static mask;
router 14 is configured with the data in the database 22, thus
Static default route;
ending the process. To that end, FIG. 6 shows a preferred
DHCP (dynamic host configuration protocol) server; and
process of utilizing the configuration data in the configuration database 22 for configuring the given router 14. This
DHCP relay mode.
Upon receipt of an advertisement, the subprocess contin- 25 process is executed by a network administrator communiues to step 502A in which the data is parsed from the
cating with the given router 14. In preferred embodiments,
the network administrator accesses a command line interface
advertisement.
on the given router 14 via a coupled console, or via a Telnet
The second subprocess begins at step 500B, in which it is
determined if the given router has access to the manager
connection from another network device. For additional
server 16. If determined to have no such access, the sub- 30 details of this process, see the above noted copending U.S.
process end. Conversely, if determined to have such access,
patent application entitled "METHODS FOR AUTOCONFIGURING A ROUTER ON AN IP SUBNET" identhen the process continues to step 502B, in which the server
is accessed. To that end, the given router 14 generates a data
tified by U.S. application Ser. No. 09/407,915.
request message having the Internet Protocol address of each
The process begins at step 600 in which the network
router 14 in its subnet 12. Of course, these Internet Protocol 35 administrator initiates the configuration module 24 to begin
addresses are ascertained by monitoring the subnet traffic in
configuring the given router 14. Once initiated, the configustep 300 above. Once generated, the request message is
ration module 24 produces a graphical user interface, or a
forwarded to the manager server 16.
command line interface, for displaying the configuration
Upon receipt of the request message, the manager server
data on a display device (step 602). In preferred
16 accesses its memory to ascertain information relating to 40 embodiments, the command line interface is utilized to
display configuration data in discrete amounts. For example,
the subnet routers 14 identified in the request message. In
the configuration data in the configuration database 22 may
preferred embodiments, the manager server 16 includes a
be reviewed one datum at a time. When a datum is displayed,
management information base (a "MIB") for storing such
information. In alternative embodiments, such information
the process continues to step 604 in which it is determined
is stored in a conventional database. Once the relevant 45 if the administrator reviewing the datum accepts the datum.
(configuration) information is retrieved, the manager server
Acceptance of a configuration datum indicates that such
16 generates a reply message that includes the relevant
datum is to be used to configure the given router 14.
information. The reply message then is transmitted across
If not accepted, then the datum is not utilized as configuthe network 10 to the given router 14. In preferred
ration data and the administrator may manually enter a
embodiments, the given router 14 and manager server 16 50 different configuration datum (step 606). Alternatively, if
communicate by means of the well known Simple Network
accepted, then the datum is utilized to configure the given
Management protocol ("SNMP").
router 14 and the process continues to step 608. The approreturning to step 302 in the process shown in FIG. 3, once
priate configuration calls then are made to implement either
the configuration data is actively retrieved, then the process
the accepted configuration datum or the manually entered
continues to step 304 in which selected data retrieved in 55 configuration datum (step 608). Of course, the function calls
either or both of steps 300 and 302 are utilized (i.e.,
notify the given router 14 of the specified configuration
processed in many cases) to determine additional configudatum, which is implemented in the given router 14 accordration data. Any necessary data may be calculated. For
ingly. It then is determined at step 610 if an additional datum
example, the IP address of the given router 14 and subnet
or additional data is to be examined. The process loops back
mask may be determined. In preferred embodiments, the IP 60 to step 602 if additional datum or data is to be examined. If
address and subnet mask are determined in a manner
none remains, then the process ends.
described in the above referenced copending U.S. patent
Instead of utilizing the process in FIG. 6, the given router
application entitled, "SYSTEM, DEVICE, AND METHOD
14 can automatically configure itself. Specifically, the conFOR DETERMINING A PROTOCOL ADDRESS AND
figuration module 24 in the given router 14 may automatiSUBNETMASKFORANETWORKDEVICEINACOM- 65 cally retrieve the data in the configuration database 22, and
then call various well known configuration function calls to
MUNICATION NETWORK" and identified by U.S. application Ser. No. 09/408,386. As an additional example, the
configure the given network device. In yet other
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embodiments, the given router 14 can be manually
configuring the first network device to operate in accord
with the data in the configuration database.
configured, in accord with conventional processes, by uti3. The method as defined by claim 1 wherein the subnet
lizing the data in the configuration database 22.
is a local area network having a plurality of other network
Preferred embodiments of the invention may be implemented in any conventional computer programming lan- 5 devices in addition to the second network device.
4. The method as defined by claim 1 wherein the retrieved
guage. For example, preferred embodiments may be implepackets are transmitted in accord with an inter-router promented in a procedural programming language (e.g., "C") or
tocol.
an object oriented programming language (e.g., "C++" or
5. The method as defined by claim 1 wherein the retrieved
"JAVA"). Alternative embodiments of the invention may be
packets are control packets.
implemented as preprogrammed hardware elements (e.g., 10
6. The method as defined by claim 1 wherein the retrieved
application specific integrated circuits or digital signal
packets are data packets.
processors), or other related components.
7. The method as defined by claim 1 wherein the retrieved
Alternative embodiments of the invention also may be
packets have a field with a destination address, the first
implemented as a computer program product for use with a
network device setting an interface to have the destination
computer system. Such implementation may include a series 15 address.
of computer instructions fixed either on a tangible medium,
8. The method as defined by claim 1 wherein the second
such as a computer readable media (e.g., a diskette,
network device includes memory for storing configuration
CD-ROM, ROM, or fixed disk), or transmittable to a comdata.
puter system via a modem or other interface device, such as
9. The method as defined by claim 1 wherein the first
a communications adapter connected to a network over a 20 network device includes an inter-router protocol module, the
medium. The medium may be either a tangible medium
act of retrieving comprising:
(e.g., optical or analog communications lines) or a medium
retrieving packets having configuration data relating to
implemented with wireless techniques (e.g., microwave,
the inter-router protocol.
infrared or other transmission techniques). The series of
10. The method as defined by claim 1 wherein the subnet
computer instructions preferably embodies all or part of the 25
is coupled to a network.
functionality previously described herein with respect to the
11. An apparatus for configuring an unconfigured first
system. Those skilled in the art should appreciate that such
network device that is a part of a subnet, the subnet having
computer instructions can be written in a number of proa second network device, the method comprising:
gramming languages for use with many computer architeca monitoring module that monitors subnet traffic, the
tures or operating systems. Furthermore, such instructions 30
monitoring module retrieving packets having configumay be stored in any memory device, such as
ration data at the unconfigured first network device, the
semiconductor, magnetic, optical or other memory devices,
retrieved
packets being transmitted by the second netand may be transmitted using any communications
work device;
technology, such as optical, infrared, microwave, or other
a data parser operatively coupled with the monitoring
transmission technologies. It is expected that such a com- 35
module, the data parser parsing the retrieved packets to
puter program product may be distributed as a removable
ascertain the configuration data;
medium with accompanying printed or electronic documena processor operatively coupled with the data parser, the
tation (e.g., shrink wrapped software), preloaded with a
processor utilizing at least one datum of the configucomputer system (e.g., on system ROM or fixed disk), or
ration data to produce additional configuration data;
distributed from a server or electronic bulletin board over 40
and
the network (e.g., the Internet 16 or World Wide Web).
data storage operatively coupled with the data parser, the
Although various exemplary embodiments of the invendata storage having a configuration database associated
tion have been disclosed, it should be apparent to those
with the unconfigured first network device that stores at
skilled in the art that various changes and modifications can
least a portion of the configuration data parsed from the
be made that will achieve some of the advantages of the 45
retrieved packets, the configuration database also storinvention without departing from the true scope of the
ing the additional configuration data, the first network
invention. These and other obvious modifications are
device operating in accord with the data in the conintended to be covered by the appended claims.
figuration database.
We claim:
12. The apparatus as defined by claim 11 further com1. A method of configuring an unconfigured first network 50
prising:
device that is a part of a subnet, the subnet having a second
network device, the method comprising:
a configuration module operatively coupled with the
configuration database, the configuration module
retrieving packets having configuration data at the unconretrieving configuration data and additional configurafigured first network device, the retrieved packets being
55
tion data to configure the first network device.
transmitted by the second network device;
13. The apparatus as defined by claim 11 wherein the
parsing the retrieved packets to ascertain the configuration
subnet is a local area network having a plurality of other
data;
network devices in addition to the second network device.
storing at least a portion of the configuration data parsed
14. The apparatus as defined by claim 11 wherein the
from the retrieved packets in a configuration database 60 retrieved packets are transmitted in accord with an interassociated with the unconfigured first network device;
router protocol.
utilizing at least one datum of the configuration data to
15. The apparatus as defined by claim 11 wherein the
produce additional configuration data; and
retrieved packets are control packets.
16. The apparatus as defined by claim 11 wherein the
storing the additional configuration data in the configuration database, the first network device operating in 65 retrieved packets are data packets.
17. The apparatus as defined by claim 11 wherein the
accord with the data in the configuration database.
2. The method as defined by claim 1 further comprising:
retrieved packets have a field with a destination address, the
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first network device having an interface that is set to have the
retrieving packets having configuration data at the uncondestination address.
figured first network device, the retrieved packets being
18. The apparatus as defined by claim 11 wherein the
transmitted by the second network device;
second network device includes memory for storing conparsing the retrieved packets to ascertain the configuration
figuration data.
5
data;
19. The apparatus as defined by claim 11 further includstoring the configuration data in a memory associated
ing:
with the unconfigured first network device:
an inter-router protocol module; and
utilizing
at least one datum of the configuration data to
a packet retrieving module that retrieves packets having
produce additional configuration data; and
configuration data relating to the inter-router protocol. 10
utilizing the configuration data and additional configura20. The apparatus as defined by claim 11 wherein the
tion data to control the operation of the first network
subnet is coupled to a network.
device.
21. A computer program product for use on a computer
system for configuring an unconfigured first network device
31. The method as defined by claim 30 further compristhat is a part of a subnet, the subnet having a second network 15 ing:
device, the computer program product comprising a comstoring the configuration data and additional configuration
puter usable medium having computer readable program
data in a configuration database.
code thereon, the computer readable program code includ32. The method as defined by claim 30 wherein the
ing:
retrieved packets are at least one of control packets and data
program code for retrieving packets having configuration
packets.
data at the unconfigured first network device, the 20
33. The method as defined by claim 30 wherein the
retrieved packets being transmitted by the second netretrieved packets have a field with a destination address, the
work device;
first network setting an interface to have the destination
program code for parsing the retrieved packets to asceraddress.
tain the configuration data;
34. A computer program product for use on a computer
25
program code for storing at least a portion of the consystem for configuring an unconfigured first network device
figuration data parsed from the retrieved packets in a
that is a part of a subnet, the subnet having a second network
configuration database associated with the unconfigdevice, the computer program product comprising a comured first network device;
puter usable medium having computer readable program
program code for utilizing at least one datum of the 30 code thereon, the computer readable program code includconfiguration data to produce additional configuration
ing:
data; and
program code for retrieving packets having configuration
program code for storing the additional configuration data
data at the unconfigured first network device, the
in the configuration database, the first network device
retrieved packets being transmitted by the second netoperating in accord with the data in the configuration 35
work device;
database.
program code for parsing the retrieved packets to ascer22. The computer program product as defined by claim 21
tain the configuration data;
further comprising:
program code for storing the configuration data in a
program code for configuring the first network device to
memory associated with the unconfigured first network
operate in accord with the data in the configuration 40
device;
database.
program code for utilizing at least one datum of the
23. The computer program product as defined by claim 21
configuration data to produce additional configuration
wherein the subnet is a local area network having a plurality
data; and
of other network devices in addition to the second network
program code for utilizing the configuration data and
device.
45
additional configuration data to control the operation of
24. The computer program product as defined by claim 21
the
first network device.
wherein the retrieved packets are control packets.
35. The computer program product as defined by claim 34
25. The computer program product as defined by claim 21
further comprising:
wherein the retrieved packets are data packets.
storing the configuration data and additional configuration
26. The computer program product as defined by claim 21 50
data in a configuration database.
wherein the retrieved packets have a field with a destination
36. The computer program product as defined by claim 34
address, the first network device setting an interface to have
wherein the retrieved packets are at least one of control
the destination address.
packets and data packets.
27. The computer program product as defined by claim 21
37. The computer program product as defined by claim 34
wherein the second network device includes memory for 55
wherein the retrieved packets have a field with a destination
storing configuration data.
address, the first network setting an interface to have the
28. The computer program product as defined by claim 21
destination address.
wherein the first network device includes an inter-router
38. The computer program product as defined by claim 34
protocol module, the program code for retrieving comprisfurther comprising:
ing:
60
program code for actively retrieving configuration data.
program code for retrieving packets having configuration
39. A method of configuring an unconfigured first network
data relating to the inter-router protocol.
device that is a part of a subnet, the subnet having a second
29. The computer program product as defined by claim 21
network device, the method comprising:
wherein the subnet is coupled to a network.
the second network device transmitting packets having
30. A method of configuring an unconfigured first network 65
configuration data;
device that is a part of a subnet, the subnet having a second
network device, the method comprising:
monitoring packet traffic in the subnet;
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retrieving packets monitored in the subnet at the unconfigured first network device;
parsing the retrieved packets to ascertain the configuration
data;
storing at least a portion of the configuration data parsed 5
from the retrieved packets in a configuration database
associated with the unconfigured first network device;

12
utilizing at least one datum of the configuration data to
produce additional configuration data; and
storing the additional configuration data in the configuration database, the first network device operating in
accord with the data in the configuration database.

* * * * *

