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ABSTRACT

The invention provides a system for data access in a packetswitched network, including a sender/computer including an
operating unit, a first memory, a permanent storage memory
and a processor and a remote receiver/computer including an
operating unit, a first memory, a permanent storage memory
and a processor, the sender/computer and the receiver/
computer communicating through the network; the sender/
computer further including device for calculating digital
digests on data; the receiver/computer further including a
network cache memory and device for calculating digital
digests on data in the network cache memory; and the
receiver/computer and/or the sender/computer including
device for comparison between digital digests. The invention also provides a method and apparatus for increased data
access in a packet-switched network.
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SYSTEM AND METHOD FOR DATA ACCESS

A yet further object of the present invention is to maintain
accessed data integrity and to improve security.
SUMMARY OF THE INVENTION

RELATED APPLICATION

The terms "data" or "data object" as used herein refer to
This application claims priority and is entitled to the filing
a file or range of octets in a file, a range of frames in a video
date of Israeli application Ser. No. 126292 filed Sep. 18,
stream or RAM-based range of octets, a transport level
1998, and entitled "System And Method For Data Access,"
network packet, or the like.
and which describes the same invention as defined herein.
The term "digital digest" as used herein refers to a
10
fixed-size
binary value calculated from arbitrary-size binary
FIELD OF THE INVENTION
data in such a way that it depends only on the contents of the
The present invention relates to data access in networks.
data and the low probability that two different data or objects
Specifically, the invention is concerned with a method,
have the same digital digest.
system and apparatus for increasing the speed of data
The term "gateway" as used herein also includes network
accessing in communication networks.
15 proxies and routers.
If a sender/computer in a network is required to send data
BACKGROUND OF THE INVENTION
to another receiver/computer, and the receiver/computer has
Many known applications and protocols provide means
data with the same digital digest as that of the data to be sent,
for caching and verifying of data transmitted via a network
it can be assumed with sufficient probability for most
2 (FIG. 1, prior art). Thus, a client (receiver) 4 caches data 20 practical applications that the receiver/computer has data
received from network 2 in cache 6. Then, when data from
which is exactly the same as the data to be sent. Then, the
a remote server (sender) 8 is requested, it first searches its
receiver/computer can use the data immediately without its
local cache. If the requested data is available in the cache
actual transfer through the network. In the present invention,
and is verified to be valid, the client uses it, and transmission
this idea is used in a variety of ways.
over the network is not required. Gateway or proxy caches 25
In one embodiment of the invention, a sender/computer
10 (FIG. 2, prior art) are able to operate in a similar manner.
required to send data to a receiver/computer computer
The most well-known techniques are as follows:
initially sends a digital digest of the data. If the receiver/
1) In response to a request from a receiver, a sender attaches
computer already has data with the same digital digest, it
to the sent data an expiration time in absolute or relative
uses this data as if it were actually transmitted from the
30
form. The receiver, and possibly proxies, cache the data
sender/computer. Additionally, digital digests for other data
together with its request until the expiration time. Then
objects can be sent together with the principal digest. If the
the data is retrieved from the cache. In some cases, the
receiver/computer cannot find data having the principal
receiver guesses the expiration time.
digest, it searches for data with one of these auxiliary
The problem associated with this technique is that the data
digests. If such data is found, the sender/computer is
35
entity can be changed before the expiration time, and the
required to send only the difference between the requested
receiver would use an obsolete version of the data without
data object and the data object corresponding to the digest.
even knowing it. Also, when the time has expired, the data
The expression "difference between a first data or data
will be resent, even if it is up to date.
object and a second data or data object" as used herein
2) In response to a request from a receiver, the sender
40 means any bit sequence that enables the restoration of the
attaches a validator to the sent data. The validator changes
first data, given the second data, the bit sequence and the
at least every time the data changes; in many cases,
method employed in calculating the difference.
system time is used as the validator. The receiver, and
The invention may be implemented in a gateway system.
possibly proxies, cache the data together with its request.
Such a system comprises a gateway computer connected to
When making the next request for the same data to the
45 a packet-switched network in such a way that network
same sender, the receiver includes the validator. The
packets sent between at least two other computers pass
sender keeps track of the data and resends it only if it were
through it; a caching computer connected to the gateway
changed.
computer, the caching computer having a network cache
The problems associated with this technique are:
memory in its permanent storage memory, means for cala) Data is cached according to requests and senders. If the 50 culating a digital digest on the data it stores and means for
same request is directed to different servers, cached
comparison between a digital digest calculated on data in its
data cannot be reused.
network cache memory and a digital digest received from
the packet-switched network by the gateway computer.
b) Requests without concrete data cannot be cached.
When this system intercepts an indication signal other than
c) The sender must track the cached data, which is not
55 a positive indication signal for a certain digital digest from
always possible.
a receiver/computer computer, if it has data with the same
None of the prior art techniques discussed above provides
digest, it sends this data to the receiver/computer.
means for transmitting minor differences in data.
In another embodiment of the present invention, a client
Additionally, if data is retrieved through a caching proxy,
computer sends to a server computer a request including
there is a danger that an unauthorized user will have access
60 digital digests. A sender/computer forming a response then
to the data.
searches for data with the same digital digests as those
It is therefore a broad object of the present invention to
received. If the digest of the data in the response equals one
provide a method, system and apparatus for increasing the
of the received digests, the server only sends confirmation.
speed of data access in a packet-switched network.
If the digest of another data is identical to one of the received
Another object of the present invention is to decrease data
65 digests, only the difference(s) between these data is sent.
traffic throughout the network.
Still another object of the present invention is to decrease
In accordance with the present invention, there is therethe required cache size.
fore provided a system for data access in a packet-switched
5

US 6,757,717 Bl

3

4

network, comprising a sender/computer including an operThe invention yet further provides a method for increased
ating unit, a first memory, a permanent storage memory and
data access performed by a receiver/computer in a packeta processor and a remote receiver/computer including an
switched network, said receiver/computer including an operoperating unit, a first memory, a permanent storage memory
ating unit, a first memory, a permanent storage memory, a
and a processor, said sender/computer and said receiver/ 5 processor and a network cache memory, said method comcomputer communicating through said network; said sender/
prising the steps of receiving a message containing a digital
computer further including means for calculating digital
digest from said network; searching for data with the same
digests on data; said receiver/computer further including a
digital digest in said network cache memory, and if data
network cache memory and means for calculating digital
having the same digital digest as the digital digest received
digests on data in said network cache memory; and said
is
not uncovered, forming a negative indication signal and
10
receiver/computer and/or said sender/computer including
transmitting it back through said network.
means for comparison between digital digests.
Still further, the invention provides a method for
The invention also provides a system for data access in a
increased data access performed by a receiver/computer in a
packet-switched network, comprising a gateway computer
packet-switched network, said receiver/computer including
including an operating unit, a memory and a processor
an operating unit, a first memory, a permanent storage
15
connected to said packet-switched network in such a way
memory, a processor and a network cache memory, said
that network packets sent between at least two other commethod comprising the steps of receiving a message conputers pass through it; a caching computer including an
taining a digital digest from said network; searching for data
operating unit, a first memory, a permanent storage memory
with the same digital digest in said network cache memory,
and a processor connected to said gateway computer through
a fast local network; said caching computer further including 20 and if data having the same digital digest as the digital digest
received is uncovered, forming a positive indication signal
a network cache memory in its permanent storage memory,
and transmitting it back through said network.
means for calculating a digital digest on data stored therein
In addition, the invention provides a method for increased
and means for comparison between a digital digest calcudata access performed by a receiver/computer in a packetlated on data in its network cache memory and a digital
digest received from said packet-switched network through 25 switched network, said receiver/computer including an opersaid gateway computer.
ating unit, a first memory, a permanent storage memory, a
processor and a network cache memory, said method comIn addition, the invention provides a system for data
access in a packet-switched network, comprising a sender/
prising the steps of receiving a message containing a princomputer including an operating unit, a first memory, a
cipal digital digest and one or more auxiliary digital digests
permanent storage memory and a processor and a remote 30 from said network; searching in predetermined locations in
receiver/computer including an operating unit, a first
said permanent storage memory for data with a digital digest
memory, a permanent storage memory and a processor, said
substantially identical to said principal digital digest; searchsender/computer and said receiver/computer communicating in predetermined locations in said permanent storage
ing through a network; said sender/computer further includmemory for data with a digital digest substantially identical
ing means for calculating digital digests on data, and said 35 to one of said auxiliary digital digests; and if data having the
receiver/computer further including a network cache
same digital digest as one of said auxiliary digital digests
memory, means for storing a digital digest received from
received is uncovered, forming a partial indication signal
said network in its permanent storage memory and means
and transmitting it back through said network.
for comparison between digital digests.
Yet further, the invention provides a method for increased
The invention further provides a method performed by a 40 data access performed by a computer system in a packetsender/computer in a packet-switched network for increasswitched network, said computer system including a neting data access, said sender/computer including an operating
work cache memory and being operationally interposed
unit, a first memory, a permanent storage memory and a
between a sender/computer and a receiver/computer so that
processor and said sender/computer being operative to transdata packets sent between said sender/computer and said
mit data to a receiver/computer, the method comprising the 45 receiver/computer are delivered through said computer system; said method comprising the steps of intercepting a
steps of transmitting a digital digest of said data from said
sender/computer to said receiver/computer; receiving a
message containing a digital digest transmitted from said
response signal from said receiver/computer at said sender/
sender/computer to said receiver/computer, and transmitting
computer, said response signal containing a positive, partial
data with a digital digest substantially identical to the digital
or negative indication signal for said digital digest, and if a 50 digest received from said sender/computer to said receiver/
negative indication signal is received, transmitting said data
computer.
from said sender/computer to said receiver/computer.
In addition, the invention provides a method for increased
The invention still further provides a method for increasdata access performed by a computer system in a packeting data access performed by a sender/computer in a packetswitched network, said computer system including a netswitched network, said sender/computer including an oper- 55 work cache memory and being operationally interposed
between a sender/computer and a receiver/computer so that
ating unit, a first memory, a permanent storage memory and
data packets sent between said sender/computer and said
a processor and said sender/computer being operative to
receiver/computer are delivered through said computer systransmit principal data to a receiver/computer, said method
tem; said method comprising the steps of intercepting a
comprising the steps of transmitting digital digests of said
principal data and of one or more auxiliary data from said 60 message containing a digital digest transmitted from said
sender/computer to said receiver/computer; receiving a
sender/computer to said receiver/computer; intercepting a
response signal at said sender/computer from said receiver/
message containing an indication signal other than a positive
computer, said response signal containing a positive, negaindication signal transmitted from said receiver/computer to
tive or partial indication signal, and if a partial indication
said sender/computer in response to said message containing
signal is received, said sender/computer transmitting a sig- 65 a digital digest, and transmitting data with a digital digest
substantially identical to the digital digest received from said
nal constituting the difference between said principal data
sender/computer to said receiver/computer.
and corresponding auxiliary data.
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Additionally, the invention provides a method for
FIG. 11 is a block diagram of the configuration of the
increased data access performed by a client computer in a
gateway system according to the present invention;
packet-switched network, said client computer including an
FIG. 12 is a schematic representation of the interaction
operating unit, a first memory and a processor, said method
between a sender/computer, a receiver/computer, and the
comprising the steps of sending a request for data from said 5 gateway configuration according to the present invention;
client computer to a server, said request containing digital
FIG. 13 is a flow diagram of the operation of the gateway;
digests for different data; said server preparing a response to
FIG. 14 is a block diagram of a further configuration of a
said request, searching for data with a digital digest substantially identical to one of the digital digests received in
sender/computer-receiver/computer system according to the
said request, and producing the difference between said
present
invention; and
10
response and the uncovered data.
FIG. 15 is a schematic representation of the interaction
Finally, the invention provides apparatus for increased
between the sender/computer-receiver/computer system of
data access in a packet-switched network, comprising a
FIG. 14.
computer connected to said packet-switched network,
including an operating unit, a first memory, a permanent
DETAILED DESCRIPTION OF PREFERRED
storage memory, a processor and a network cache memory; 15
EMBODIMENTS
means for calculating digital digests of data in said network
The performance gains realized by the present invention
cache memory; means for comparison between digital
are derived from the fact that computers in common widedigests, and means for sending the results of comparison
area networks tend to repetitively transmit the same data
between a digital digest received from another computer in
said network and a digital digest calculated on data in said 20 over the network.
network cache memory back to said other computer.
The operations described herein may take the form of
The invention will now be described in connection with
electrical or optical signals. The packet-switched network
certain preferred embodiments with reference to the followmay be Internet.
ing illustrative figures so that it may be more fully underThe term "digital digest" as used herein refers to the per
25
stood.
se known MDS algorithm, described in RFC 1321 by R.
With specific reference now to the figures in detail, it is
Rivest, which is a preferred calculation method. Other
stressed that the particulars shown are by way of example
algorithms may, however, just as well be used. For example,
and for purposes of illustrative discussion of the preferred
a digital digest may be calculated according to the CRC
embodiments of the present invention only, and are prealgorithm, or by applying the CRC algorithm to different
30
sented in the cause of providing what is believed to be the
subsets or different reorderings of data, or by consecutively
most useful and readily understood description of the prinapplying CRC and MDS. In addition, any other algorithm
ciples and conceptual aspects of the invention. In this regard,
may be used, provided that it produces a fixed-size binary
no attempt is made to show structural details of the invention
value calculated from arbitrarily-sized binary data in such a
in more detail than is necessary for a fundamental underway that it depends only on the contents of said data and that
standing of the invention, the description taken with the 35 the probability of two different data having the same digital
drawings making apparent to those skilled in the art how the
digest, is low.
several forms of the invention may be embodied in practice.
Whenever means for calculating the difference between
two data are mentioned herein, the method as shown in FIG.
BRIEF DESCRIPTION OF THE DRAWINGS
3 may be employed. The data are referred to as D1 and D2.
40
FIG. 1 illustrates a prior art wide-area network;
The difference between them consists of three parts: the
FIG. 2 illustrates a prior art wide-area network with a
number of fragment pairs, the array of fragment pairs, and
caching gateway;
the remainder of Dl. A fragment pair is a pair representing
FIG. 3 is a flow diagram of the method of calculating the
the distance from the beginning of this fragment to the end
difference between two data digests according to the present
of the previous one, and the number of octets in the fragment
45
invention;
(Dist,Length). A marker m1 is set at the beginning of the
FIG. 4 is a block diagram of a first embodiment of a
data D1 and a marker m2 at the beginning of D2.
sender/computer-receiver/computer system according to the
An octet m1 is designated as *m1 and an octet m2 as *m2.
present invention;
An integer K>1, which represents a minimal length of a
FIG. 5 is a schematic representation illustrating the inter50 fragment encoded, e.g., K=3, is chosen.
action between a sender/computer and a receiver/computer
As stated above, m1 is set at the beginning of D1, m2 at
according to the system of FIG. 4;
the beginning of D2, and Dist=O is assigned at 14. A loop is
FIG. 6 is a flow diagram illustrating the method of
then entered: if m1 is at the end of D1 (16), a number of
operating the sender/computer according to the present
fragment pairs is saved at 18, and the algorithm is cominvention;
55 pleted. If m2 is at the end of D2 (20), the rest of D1 from m1
FIG. 7 is a flow diagram illustrating the method of
is saved at 22, a number of fragment pairs is saved, and the
operating the receiver/computer according to the present
algorithm is completed. If *m1 equals *m2 (24), a subrouinvention;
tine "Fragment" is entered at 26; otherwise, m2 is moved by
FIG. 8 is a schematic representation illustrating the interone octet toward the end of D2 and Dist is increased by 1 at
action between a sender/computer and a receiver/computer 60 28.
according to another embodiment of the present invention;
The subroutine "Fragment" proceeds as follows: New
FIG. 9 is a flow diagram illustrating the method of
markers tl=m1 and t2=m2 are set and Length=O is assigned
operating the sender/computer according to a further
at 30. t1 and t2 are moved by an octet toward the ends of D1
embodiment of the present invention;
and D2 and Length is increased at 32. If t1 is at the end of
FIG. 10 is a flow diagram illustrating the method of 65 D1, or t2 is at the end of D2, or *t1 does not equal *t2 at the
operating the receiver/computer according to the embodiend of the fragment (34), then the Length is a length of the
ment of FIG. 9;
fragment and Dist is the distance between the beginning of
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this fragment and the end of the previous one. If the Length
<K as determined by 36, the fragment is dropped at 38, m2
is moved by one octet and the subroutine is terminated.
Otherwise, the pair (Dist,Length) is saved, the number of
pairs is increased by one, ml and m2 are moved by Length
octets toward the ends of Dl and D2, and Dist is reset to 0
at 40. The subroutine is ended.
The sequence of fragment pairs may be further reduced in
size by using the per se known Huffman encoding or by
using an arithmetic coding, e.g., as disclosed in U.S. Pat. No.
4,122,440.
Restoration of the data is simple. Marker m2 is set at the
beginning of the known D2. Then for each fragment pair
(Dist, Length) from the known difference, m2 is moved by
Dist octets, Length octets are copied from m2 to Dl and m2
is moved by Length. Then the rest of Dl is copied from the
remainder
An embodiment of a sender/computer-receiver/computer
system according to the present invention is schematically
illustrated in FIG. 4. A preferred embodiment is a network
computer system having at least two computers. A sender/
computer 42 (also referred to herein as "sender/computer")
having an operating unit, a first memory, a permanent
storage memory and a processor, is connected to the network
by any network connection 44. A remote receiver/computer
46 (also referred to herein as "receiver/computer") having an
operating unit, a first memory, a permanent storage memory
and a processor, is also connected to the network. The
receiver/computer 46 uses a part of its permanent storage
memory or its first memory, or both, as network cache
memory 48. The sender/computer has calculation means 50
for calculating a digital digest on data in its first memory or
in its permanent storage memory. Similarly, the receiver/
computer has calculating means 52 for calculating a digital
digest on data stored in its network cache memory 48. The
receiver/computer also has comparison means 54 for comparing between such a calculated digital digest and a digital
digest received from the network.
An example of a first memory could be a RAM; an
example of a permanent storage memory may be a disk
drive, a flash RAM or a bubble memory.
It is possible to modify this system in different ways. The
receiver/computer 46 and sender/computer 42 may each
include means for storing the calculated digital digest in its
first memory or permanent storage memory. Additionally,
the receiver/computer 46 may have means for calculating a
digital digest on data in its permanent storage memory
outside of its cache memory. Furthermore, the system may
be modified in such a way that the sender/computer 42 has
means 56 for calculating the difference between two data
objects.
Interaction between the receiver/computer and the sender/
computer is depicted in FIGS. 5 to 7. The data sender/
computer 42 calculates a digital digest on the data in means
50 and then transmits the calculated digest to receiver/
computer 46. The receiver/computer receives the digital
digest from sender/computer 42 and then searches its network cache memory 48 for data with the same digest. If it
finds such data, it uses it as if it were received from the
sender/computer 42 and issues a positive indication signal to
the sender/computer. Otherwise, it sends a negative indication signal to the sender/computer. Upon receiving a negative indication signal, the sender/computer transmits the
data. Upon receiving a positive indication signal, or upon
expiration of a predefined period of time, the sender/
computer completes the transaction. This transaction begins
with a receiver/computer sending a request to the sender/
computer.

The above-described method may be modified in different
ways. For example, absence of a signal from the receiver/
computer for a predetermined period of time may be considered by the sender/computer to be a negative indication
signal. Alternatively, the digital digests for some data may be
stored in the permanent storage memory of the sender/
computer and obtained from there, or a plurality of data may
be processed in one transaction, a digital digest being
calculated for each data object and a separate indication
signal issued on each digital digest.
Another method of interaction between the receiver/
computer 46 and the sender/computer 42 is illustrated in
FIGS. 8-10. The data sender/computer calculates a digital
digest on the data to be sent (hereinafter, "principal digest")
and for one or more other data objects (hereinafter, "auxiliary digests"). Without limiting the scope of the invention,
the following data objects may be recommended: (a) a
previous version of the data requested; (b) a file similar to
the data requested. Then the sender/computer sends the
principal and auxiliary digests to the receiver/computer.
Upon receiving a message with these digital digests from the
sender/computer, the receiver/computer searches its network
cache memory 48 for data having the principal digest. If
such data is found, it uses it as if it were received from
sender/computer 42 and issues a positive indication signal to
the sender/computer. Otherwise, receiver/computer 46
searches its network cache memory 48 for data with the
auxiliary digests. If it finds data with a digital digest substantially equal to one of the auxiliary digests, it issues a
partial indication signal to the sender/computer, with a
reference to the digest. Otherwise, it issues a negative
indication signal to the sender/computer. Upon receiving a
negative indication signal, the sender/computer sends the
data. Upon receiving a partial indication signal, the sender/
computer transmits the difference between the digital digest
of the data required to be sent and that of the data whose
digital digest was found by the receiver/computer. This
transaction may also begin with the receiver/computer sending a request to the sender/computer.
A modification of the above method is possible. For
example, absence of the indication signal from the receiver/
computer for a predefined period of time may be considered
by the sender/computer as a negative indication signal, or
the digital digests for some data may be stored in the
permanent storage memory of the sender/computer and
obtained from there instead of being calculated immediately
before the transaction. Alternatively, a plurality of data may
be processed in one transaction; a digital digest is calculated
for each data object and a separate indication signal issued
on every digital digest. Still alternatively, receiver/computer
46 may search not only in its network cache memory 48, but
also in predefined locations in its permanent storage
memory. Sender/computer 42 may add to a digest it sends to
the receiver/computer information about the possible location of the data with that digital digest in the receiver/
computer's permanent storage memory.
Another embodiment of the present invention is schematically illustrated in FIG. 11. Shown is a system comprising a
gateway computer or gateway 60 including an operating
unit, a first memory and a processor, and a caching computer
62 including an operating unit, a first memory, a permanent
storage memory and a processor, connected to the gateway
60 through any fast network connection 64, e.g., Ethernet.
Gateway 60 is connected to a wide-area packet-switched
network in such a way that network packets sent between at
least two other computers 42 and 46 pass through the
gateway 60. The caching computer 62 uses a part of its
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permanent storage memory for network cache memory 66.
digests. The sender/computer prepares a response to the
request, and then calculates a digital digest on the data in the
Caching computer 62 has means 68 for calculating the
response. If the calculated digest is equal to one of the digital
digital digest of data in its network cache memory 66, and
means 70 for comparison between such a calculated digital
digests in the request, the sender/computer sends a confirdigest and a digital digest received by gateway computer 60 5 mation. Otherwise, the sender/computer may continue
from the wide-area network. It should be noted that gateway
searching for the data objects with the same digital digests
computer 60 may be integrally formed with the caching
in the predefined subset of its permanent storage memory. If
computer. The caching computer may have means for storit finds such data, it calculates the difference between this
ing a calculated digital digest in its first memory or perm adata and the data in the response, and sends only the
nent storage memory.
difference. Otherwise, the sender/computer sends the
10
response as prepared.
By way of example, operations which may be performed
in such a system will now be described with reference to
Variations of the above method are envisioned. For
example, a number of requests for data may be sent simulFIGS. 12 and 13. The gateway 60, operationally interposed
between a sender/computer 42 and a receiver/computer 46,
taneously. The digital digests on the receiver/computer may
intercepts a digital digest sent from the sender/computer to
be calculated earlier and stored in the permanent memory of
the receiver/computer, saves it in its memory, and passes it 15 the receiver/computer. The digital digests on the sender/
unchanged to the receiver/computer 46. Then the gateway
computer may also be calculated earlier and stored in the
60 intercepts an indication signal other than a positive
permanent memory of the sender/computer.
indication signal issued by the receiver/computer. If there
It will be evident to those skilled in the art that the
was a digest for this indication signal, the caching computer
invention is not limited to the details of the foregoing
62 searches for data with the same digital digest in its 20
illustrated embodiments and that the present invention may
network cache memory 66. If that digest is found, then the
be embodied in other specific forms without departing from
gateway sends the data to the receiver/computer, changes the
the spirit or essential attributes thereof. The present embodiindication signal to positive, and then passes the indication
ments are therefore to be considered in all respects as
signal to sender/computer 42.
illustrative and not restrictive, the scope of the invention
Further, the caching computer 62 may verify a digital 25
being indicated by the appended claims rather than by the
digest for a data object stored in its network cache memory
foregoing description, and all changes which come within
66 by calculating the digital digest for that data and comthe meaning and range of equivalency of the claims are
paring it to the digest stored in the network cache memory.
therefore intended to be embraced therein.
The calculated digital digest may be stored in the network
What is claimed is:
cache memory 66 and the data object-digital digest pair may 30
1. A system for data access in a packet-switched network,
be marked as not requiring further verification.
comprising:
Another further embodiment of the present invention is
a sender/computer including an operating unit, a first
schematically illustrated in FIG. 14. It consists of a network
memory, a permanent storage memory and a processor
computer system comprising at least two computers: a
and a remote receiver/computer including an operating
sender/computer 42 including an operating unit, a first 35
unit, a first memory, a permanent storage memory and
memory, a permanent storage memory and a processor
a processor, said sender/computer and said receiver/
which is connected to a network 44. A remote receiver/
computer communicating through said network;
computer 46 having an operating unit, a first memory, a
said sender/computer further including means for creating
permanent storage memory and a processor is also condigital digests on data;
nected to the network. The receiver/computer uses a part of 40
its permanent storage memory or its first memory, or both,
said receiver/computer further including a network cache
for network cache memory 72. The sender/computer 42 has
memory and means for creating digital digests on data
means 74 for calculating a digital digest for data in its
in said network cache memory; and
memory or in its permanent storage. The receiver/computer
said receiver/computer including means for comparison
46 has means 76 for calculating a digital digest for data 45
between digital digests.
stored in its network cache memory. The sender/computer
2. The system as claimed in claim 1, wherein said
42 also has means 78 for comparison between such a
receiver/computer further includes means for a digital digest
calculated digital digest and a digital digest received from
for data stored in said permanent storage memory.
the network. The sender/computer further includes means 80
3. The system as claimed in claim 1, wherein said
for calculating the difference between two data objects, and 50 receiver/computer further includes means for storing said
receiver/computer 46 includes means 82 for restoring a data
created digital digest in its first or permanent memory.
object from another data object and the difference between
4. The system as claimed in claim 1, wherein said
said data object being restored and said another data object.
sender/computer further includes means for the difference
An interaction between the sender/computer and receiver/
between two data objects and said receiver/computer further
computer according to this system is illustrated in FIG. 15. 55 includes means for restoring a data object from another data
When receiver/computer 46 is required to request data from
object and the difference between said data object being
the server or sender/computer 42, it calculates one or more
restored and said another data object.
5. The system as claimed in claim 1, wherein said
digital digests for different data objects stored in its network
sender/computer further includes means for the difference
cache memory 72 or in its permanent storage memory.
Without limiting the scope of the invention, the following 60 between two data objects and said receiver/computer further
data objects may be recommended: (a) a previous version of
includes means for restoring a data object from another data
the data requested; (b) a file similar to the data requested; (c)
object and the difference between said data object being
a data set similar to the data requested, which may be
restored and said another data object.
6. A system for data access in a packet-switched network,
generated in a first memory; (d) a large data file or database
including fragments of octets, similar to the data requested. 65 comprising:
The receiver/computer then transmits a request for data,
a gateway including an operating unit, a memory and a
containing one or more of the above-mentioned digital
processor connected to said packet-switched network
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in such a way that network packets sent between at least
17. A method for increasing data access performed by a
two other computers pass through it;
sender/computer in a packet-switched network, said sender/
computer including an operating unit, a first memory, a
a caching computer connected to said gateway through a
permanent storage memory and a processor and said sender/
fast local network, wherein said caching computer
includes an operating unit, a first memory, a permanent 5 computer being operative to transmit principal data to a
receiver/computer, said method comprising the steps of:
storage memory and a processor;
creating and transmitting digital digests of said principal
said caching computer further including a network cache
data and of one or more auxiliary data from said
memory in its permanent storage memory, means for a
sender/computer to said receiver/computer;
digital digest and means for comparison between a
receiving a response signal at said sender/computer from
digital digest on data in its network cache memory and 10
said receiver/computer, said response signal containing
a digital digest received from said packet-switched
a positive, negative or partial indication signal, and
network through said gateway.
7. The system as claimed in claim 6, wherein said caching
if a partial indication signal is received, said sender/
computer further includes means for a digital digest for data
computer transmitting a signal constituting the differin its network cache memory.
ence between said principal data and corresponding
15
8. The system as claimed in claim 6, wherein said caching
auxiliary data.
computer is integrally formed with said gateway.
18. The method as claimed in claim 17, wherein addi9. The system as claimed in claim 6, wherein said caching
tional information about the probable location of auxiliary
computer further includes means for storing said digital
data in said permanent storage memory of the receiver/
digest in said permanent storage memory.
computer is encoded and transmitted together with the
10. A system for data access in a packet-switched 20 corresponding digital digest.
network, comprising:
19. The method as claimed in claim 17, wherein said
a sender/computer including an operating unit, a first
sender/computer creates said digital digest for data before
memory, a permanent storage memory and a processor
transmitting said digital digest to said receiver/computer.
and a remote receiver/computer including an operating
20. The method as claimed in claim 17, wherein said
unit, a first memory, a permanent storage memory and 25 digital digest is obtained from the permanent storage
a processor, said sender/computer and said receiver/
memory of said sender/computer.
computer communicating through a network;
21. The method as claimed in claim 17, wherein said
digital digest creation comprises the step of Cyclic Redunsaid sender/computer further including means for creating
dancy Check against the contents of the data.
digital digests on data, and
22. A method for increased data access performed by a
said receiver/computer further including a network cache 30
receiver/computer in a packet-switched network, said
memory, means for storing a digital digest received
receiver/computer including an operating unit, a first
from said network in its permanent storage memory
memory, a permanent storage memory, a processor and a
and means for comparison between digital digests.
network cache memory, said method comprising the steps
11. A method performed by a sender/computer in a
packet-switched network for increasing data access, said 35 of:
receiving a message containing a digital digest from said
sender/computer including an operating unit, a first memory,
network;
a permanent storage memory and a processor and said
searching for data with the same digital digest in said
sender/computer being operative to transmit data to a
network cache memory,
receiver/computer, the method comprising the steps of:
if data having the same digital digest as the digital digest
creating and transmitting a digital digest of said data from 40
received is not uncovered, forming a negative indicasaid sender/computer to said receiver/computer;
tion signal and transmitting it back through said netreceiving a response signal from said receiver/computer at
work; and
said sender/computer, said response signal containing a
creating a digital digest for data received from said
positive, partial or negative indication signal for said
network cache memory.
digital digest, and
45
23. The method as claimed in claim 22, further comprisif a negative indication signal is received, transmitting
ing searching in predetermined locations in said permanent
said data from said sender/computer to said receiver/
storage memory for data with a digital digest substantially
computer.
identical to the digital digest received from said network.
12. The method as claimed in claim 11, wherein said
24. The method as claimed in claim 22, wherein a
sender/computer creates said digital digest for the data 50
plurality of digital digests for different data objects is
before transmitting it to said receiver/computer.
received in the same message and an indication signal is
13. The method as claimed in claim 12, wherein said
generated separately for each of said data objects.
sender/computer transmits the data to said receiver/
25. A method for increased data access performed by a
computer after a preset period of time has passed since
transmitting said digital digest to said receiver/computer and 55 receiver/computer in a packet-switched network, said
receiver/computer including an operating unit, a first
a response signal has not been received.
memory, a permanent storage memory, a processor and a
14. The method as claimed in claim 12, wherein, when a
network cache memory, said method comprising the steps
plurality of data objects is to be sent, a digital digest is sent
of:
for each of said data objects and a response signal is sent
receiving a message containing a principal digital digest
containing a separate indication signal for each of said data 60
and one or more auxiliary digital digests from said
objects.
network, wherein said auxiliary digital digests are
15. The method as claimed in claim 12, wherein said
correlated to data objects similar to the data object
digital digest creation comprises the step of Cyclic Redunrepresented by said principal digest;
dancy Check against the contents of the data.
16. The method as claimed in claim 12, wherein said 65
searching in predetermined locations in said permanent
digital digest creation comprises the step of MD5 against the
storage memory for data with a digital digest substancontents of the data.
tially identical to said principal digital digest;
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searching in predetermined locations in said permanent
storage memory for data with a digital digest substantially identical to one of said auxiliary digital digests;
and
if data having the same digital digest as one of said
auxiliary digital digests received is uncovered, forming
a partial indication signal and transmitting it back
through said network.
26. The method as claimed in claim 25, further comprising the step of searching the network cache memory for data
with said principal digital digest.
27. The method as claimed in claim 26, further comprising the step of searching in said network cache memory for
data with one of said auxiliary digital digests.
28. A method for increased data access performed by a
computer system in a packet-switched network, said computer system including a network cache memory and being
operationally interposed between a sender/computer and
receiver/computer so that data packets sent between said
sender/computer and said receiver/computer are delivered
through said computer system; said method comprising the
steps of:
intercepting a message containing a digital digest transmitted from said sender/computer to said receiver/
computer, and
transmitting data with a digital digest substantially identical to the digital digest received from said sender/
computer to said receiver/computer in response to said
message, whereby said sender/computer is relieved of
the burden of transmitting said data.
29. The method of claim 28 further comprising the step of
receiving said data into the network cache memory prior to
intercepting the message.
30. A method for increased data access performed by a
computer system in a packet-switched network, said computer system including a network cache memory and being
operationally interposed between a sender/computer and a
receiver/computer so that data packets sent between said
sender/computer and said receiver/computer are delivered
through said computer system; said method comprising the
steps of:

intercepting a message containing a digital digest transmitted from said sender/computer to said receiver/
computer;
intercepting a message containing an indication signal
other than a positive indication signal transmitted from
said receiver/computer to said sender/computer in
response to said message containing a digital digest,
and
transmitting data with a digital digest substantially identical to the digital digest received from said sender/
computer to said receiver/computer, whereby said
sender/computer is relieved of the burden of transmitting said data.
31. The method of claim 30 further comprising the step of
receiving said data into the network cache memory prior to
intercepting the message.
32. A method for increased data access performed by a
client computer in a packet-switched network, said client
computer including an operating unit, a first memory and a
processor, said method comprising the steps of:
sending a request for a single first data object from said
client computer to a server, said request containing
multiple digital digests for different data objects similar
to said first data object;
said server preparing a response to said request, searching
for a second data object with a digital digest substantially identical to one of the digital digests received in
said request, and producing the difference between said
first data object and the uncovered second data object.
33. The method as claimed in claim 32, further comprising the step of transmitting said difference to said client
computer.
34. The method as claimed in claim 33, further comprising the step of using said difference for restoring the data
from said response in said client computer.

5

10

15

20

25

30

35

* * * * *

UNITED STATES PATENT AND TRADEMARK OFFICE

CERTIFICATE OF CORRECTION
PATENT NO.
APPLICATION NO.
DATED
INVENTOR(S)

: 6,757,717 Bl
: 09/398007
: June 29, 2004
: Leonid Goldstein

Page 1 of 1

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below:

Col. 10: line 47: Insert --calculating-- between "for" and "a"
Col. 10: line 53: Insert --calculating-- between "for" and "a"
Col. 11: line 08: Insert --calculating-- between "for" and "a"
Col. 11: line 14: Insert --calculating-- between "for" and "a"
Col. 11: line 19: Insert --calculated-- between "said" and "digital"
Col. 11: line 66: Insert --calculation-- between "MD5" and "against"

Signed and Sealed this
Fourteenth Day of August, 2012

David J. Kappos
Director of the United States Patent and Trademark Office

